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Abstract — We describethe deploymentof mobileagent
in Distributed Sersor Networks(DSNs)to form an im-
proved infrastructue for multisensordata fusion. Com-
pared with the traditiond client/serverparadigm, mo-
bile agent adofs a new compuing model: data stay
at the local site, while the execuion codeis moved to
the data sites. Mobile-agent-basedSN(MADSN saves
the networkbandwidth and providesan effectiveway to
overcome network latency It is usedto integrate pre-
processeddata locatedat local sensornodes. Progres-
siveacauracy canbeachieve during the agentmigration.
e take target classi cation as an exampe to showhow
MADSNsupportshigh performane distributed integra-
tion.

Keywords: distributed sensornetworks, mobile ager,
datafusion,targetclassi cation

1 Intr oduction

Multisensordatafusionis anevolving tecinology, con-
cerningthe problan of how to fuse datafrom multiple
sensorsn orderto make amoreaccuateestimatiorof the
ervironment[8, 10, 16]. Applicationsof datafusioncross
a wide spectrum,ncluding ervironmentmonitoring au-
tomatictarget detedion andtracking battle eld surweil-
lance remotesensing,global avareness,etc. They are
usuallytime-critical, cover alarge geayraphi@al area,and
requirereliabledelivery of acairateinformationfor their
comgetion.

So far, client/sener computing model hasbeen most
popuarly usedin DistributedSersorNetworks (DSNs)to
hande multisensomdatafusion. However, asadvances in
sensotechndogy andcompuer networking allow thede-
ployment of largeamour of smallerandcheapersensors,
hugevolumnsof dataneedto beprocessedn real-time.In
this pape, we explore theusageof mohile agentin DSNs
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for datafusion tasksas an alternatve to the traditional
client/sener model.

The outline of this pape is as follows: Sec.2 de-
scribesthe mobile agert computing mocel and its ad-
vartagesover client/sener modd. Sec 3 presentsthe
designand implemeration of mohile-agent-basg DSN
(MADSN). Sec.4 discussedifferent fusion algarithms
including both certralizedanddistributeddesign Sec 5
usegametclassi cationasanexampleto shav the effec-
tivenessof MADSN in distributedsensoffusion.

2 Mobile agentcomputing model

Geneally speakng, mobile agent is a specialkind of
software which can execute autoromotsly. Once dis-
patcted, it can migrate from nodeto node performing
dataprocessingautoromously Lange listed seven goad
reasongo usemobileagens[12], including reduéng net-
work load, overcomingnetwork lateng, robustandfault-
tolerantperformarte, etc.

In the mobile agent computing model, datastayat the
local site, while the processingtaskis moved to the data
sites. By transmittingthe compuation engire insteadof
datathemobileagen mocel offersseveralimportantben-
e ts: 1) Network bardwidth requiremenis reducel. In-
steadof passingarge amounts of raw dataover the net-
work throughseveral roundtrips, only the ager of small
sizeis sent.Thisis especily importantfor real-timeap-
plicationsandwherethe communicationis throughlow-
bandvidth wirelessconrections;2) Betternetwork scal-
ability canbe achieved The performarce of the network
is not affectedwhenthe numbe of sensoris increaed.
Agert architecturecansuppat adative network loadbal-
ancirg autamatically; 3) Extersibility is suppeted. Mo-
bile agetscanbeprogrammedto carrytask-adagive pro-
cessesvhich extendsthe capdility of the system;and4)
Stability. Mobile agens canbe sentwhen the network
conrectionis alive and return resultswhen the conne-
tion is re-establishedTherefae, the performarte of the



systemis not muchaffectedby the reliability of the net-
work.

Although therole of mobileagersin distributedcom-
puting s still beingdetatedmainly becaiseof the secu-
rity concen [5, 14], several applicatiors have shavn clear
evidenceof benetting from theuseof mobileagents. For
example, mohile agents areusedin networked eledronic
trading[4] wherethey aredispatchd by the buyer to the
various suppliersto negotiate ordersand deliveries, and
thenreturnto thebuyer with their bestdealsfor approval.
Insteadof having the buyer contactthe suppliersthe mo-
bile agents behave like representaties, interactingwith
otherrepresentaties on the buyer's behdf, andalertthe
buyer whensomethig happensin the network thatis im-
portantto the buyer. Anothersuccessfubxample of us-
ing mobile agernts is distributedinformationretrieval and
informationdissemination6, 9, 15, 22]. Agentsaredis-
patched to heterogeeots and geogaphically distributed
datalasedo retrieve informationandreturnthe queryre-
sultsto the end-usersMobile agerts arealsousedto re-
alize network awarenesq2] and globd awarenesg19].
Network-rokust apgdicationsare of greatinterestin mili-
tary situationstoday Mobile agentsareusedto be aware
of andreactveto thecontinuouslycharging network con-
ditionsto guaranee succasful performarce of the appli-
cationtasks.

In this paper, we deplgy the mohile agent paradgm to
improvethedesignof DSN.We usetheacrorym MADSN
to derote mobile-agat-basedDSN. Figure 1 provides a
comparisonbetwe& DSNandMADSN from archite¢ure
pointsof view.
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Figurel: Comparisonof architectuesbetwee DSN and
MADSN

3 MADSN designand implementa-
tion
We de ne mobile agentasan entity of four attributes:

identi cation, itinerary, data space and metha, as
shavnin Fig. 2.

e Identi cation: A numbe in the format of 2-tuple
(i,4), wherei indicaesthe IP address of the dis-
patckerand; theserialnumberassignedo agentsby

method

itinerary

(160.36.0.0, 1)

identification

Figure2: Mobile agent asanentity of four attributes.

the dispatcher Eachmobile agent canbe uniqudy
identi ed by its identi c ation.

e Data space The agent's databuffer which carries
the partially integrated results. This result should
provide progressie accuacy asthe agentmigrates
from noce to nocke.

e ltinerary: The route of migration. It canbe x ed
or dynanically deteminedbasedn the currentnet-
work status. Currently we assumehe itinerary is
X ed.

e Method The processing task (or execution code)
carriedwith the agent. Our focusin this pape is
the developmaent of distributedsensolintegrational-
gorithms.

MADSN is simulatedusinga mobile agent framework
(MAF) we developed. Its archite¢ure designis shavn in
Fig. 3. MAF is built upon TCP/IPprotocd. A combina-
tion of C/C++ andan interpretinglanguageasthe front
endis usuallythe setupof thelanguagesupport.The mo-
bile agen sener functiors like a daamon. It listensto
the network for ary valid incoming agents and invokes
the corresponihg routineto carry out sensolintegration.
Again, we canseethat the local dataresideat the local
site, only the integratedresultsare carriedwith the mo-
bile agant.

Therehave beenmary mobileagent systemsleveloped
recently Most of themuse Java or the combination of
C/C++ and a scripting language,suchas IBM' s Aglets
[1], Dartmouths Agent Tcl [20], Gereral Magic's Tele-
script[21], etc. MAF is implemenedin Python andhas
left e xible interfaceto other proaessingmodules. [13]
provides a detailedlist of bere ts of Python including
its purely objed-orientedsupport,its suitability for rapid
prototypirg, andits objed serializationsupportwhich is
onewayto saveinformationbetwesnprogramexecutions.
It nealsto beclari ed thatobjed serializationonly keeps
thedataspacebut not the execution status.No modi c a-
tion to the Pythoninterpretelis neede in orde to suppat
modeate mobility.
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Figure 3: MAF designarchitedure.

In orderto enharethe performarce of MAF, andalso
malke usageof existing matureintegrationmodues, MAF
hasprovided e xible interfacewheretheintegrationmod-
ulesdevelopedin C/C++ canbe dynanically linked and
executedby agents.

4 Distrib uted sensorintegration al-
gorithm design

As larger amaunt of sensorsare deployed in harsher
ervironment, it is importart that sensotintegrationtech-
nigues arerobustandfault-toleransothatthey canhande
unceatainty andfaulty sensoreadaits. Here,the redun-
dang in thesensoreadaitsareusedto provide errortol-
erane. In thissectionwe rst describeanef cient multi-
resolutionintegration (MRI) algaithm. Thenwe modify
thealgorithmsuchthattheoriginal centralizel integration
canbe carriedout distributively. Reacdtrsarereferredto
[18] for detdled derivation andcasestudy

4.1 Centralized MRI algorithm

The original MRI algorithmwas proposedby Prasad,
lyengar andRaoin 1994[17]. Theideaessentiallycon-
sistsof constructinga simplefunction (the overlap func-
tion) from the outputsof the sensorsn a clusterandre-
solving this function at various succesiely ner scales
of resolutionto isolatethe region over which the correct
sensordie. Eachsensolin a clustermeasureshe same
paramgers. It is possiblethat someof them are faulty.
Hene it is desirableto make useof this redunding/ of
thereadngsin the clusterto obtaina correctestimateof
the paranetersbeingobsered.

Figure 4 illustratesthe overlap function (2(z)) for a
setof 7 sensorgalculatel from their charateristic func-
tions. The actwal value of the paraméer beingmeasued
lieswithin regionsover whichthemaxmal peals of ()
occu.
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Figure4: Theoverlapfunctionfor a setof 7 sensors.
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Figure5: An overlap function (x) andits appearane
at differentresolutions(The shade region indicatesthe
region nealsto beresoled over).

Multi-resolution analysis provides a hierarchcal
framework for interpretingthe overlap function. It is nat-
uralandmoreefcient to rst analyze detailsata coarse
resolutionand then increasethe resolutionfor only the
region of interest. Given a seqenceof increaing reso-
lutions, at ead resolution,MRI picks the crestfrom the
overlap function, and resohe only the crestin the next
ner resolutionlevel. Crestis aregion in theoverlapfunc-
tion with the highestpeakand the widest spread The
algorithmis optimal, sincethe overall time requiredis
O(nlogn), whichis thetime requred to maintainQ(x).
This algorithmis alsorobust, satis esa Lipschitz cond-
tion [11], which ensureghat minor changesin the input
intervals causeonly minor chargesin the integrated re-
sult. Figure5 illustratesthe multi-resolutionandysis pro-
cedue.

Choet. al. [3] improves the 2 functionto only return
theinterval with the overlapfunctionranges [n — f, n]. It
alsosatis esLipschitz condtion. The biggest advantag
of this function s thatit is ableto reducethe width of
the outputintenal in mostcasesand produe a narrover
outpu interval when the numbe of sensorsnvolved is



large, which is the casefor distributedsensometwork in
geneal.

4.2 Decentralized MRI algorithm

In a distributed sensornetwork (DSN), all readots
from thesensomnodes aresentto their corresponihg pro-
cessingelements, wherethe overlap functionatthe nest
resolutionis rst geneated,andthemulti-resolutionand-
ysis procedureis thenappliedto nd the crestat the de-
siredresolution.

In a mobile-aget-basedDSN (MADSN), the mobile
agerts migrateamoryg the sensomodesandcolled read-
outs. Therefore eachmobile agen alwayscarriesa par-
tially integratedoverlap function which is accumulated
into a nal versionatthe processinglemen afterall the
mobile agerts return. During this process,if MADSN
appliesMRI in the sameway as DSN does,that s, let-
ting mobile agens carry the partially integrated overlap
functionin its ne stresolutionandthenuseMRI to nd
thecrestatdesiredresolutionatthe processingcenterthe
adwantages of mobile agerts will be nulli ed beauseof
heavy datamigration.

We modi edthebasicMRI algorithmandpresentd a
moreef cient implemenationfor MADSN [18]. Thekey
coneptuncerlying themodi ed algorithmis thatMRI is
appliedbefore acaumulatingthe overlap function A 1-
D array wy, cansene asanappopriatedatastructureto
representhe partially-integrated overlap functioncarried
by a mobile agent. The size of the array is dependent
uponthe resolutionrequiremehn The coarsetthe resolu-
tion, the smallerthe databuffer. The modi ed algorithm
also provides progressiveaccuacy. Whenthe accuacy
requiremat hasbeenreachd, the mobile agen canre-
turn to the processingcerterimmediaely without nish-
ing theschedled route. The MADSN implementationof
MRI achiezesthe sameintegrationresultasoriginal MRI
butis more e xible, andis ableto carryouttheintegration
distributively. We usetargetclassi cationasan example
to shav the advantagesof MADSN.

5 MADSN for targetclassi cation

Tamge detedion, classi cation,localization andtarget
trackingareall typical applicaionsin DSNs.By integrat-
ing obserations from differentsensorsat differentloca-
tions, the systemwill autoratically sendalarmswhen-
ever a certaintarget is dete¢ed. Our discussionin this
sectioncon@ntrateon groundvehidesclassi cationus-
ing MADSN formedby unattenledgrourd sensorsBoth
seismicandacaustic sensorsaretypically usedin battle-
eld suneillanceandour exampleusesonly acotstic sig-
nals.

Acoustic signalis strongly non-stationary It canbe
interferedby mary factorssuchasthe speedof the tar
get,Dopple effects,noisefrom variousmoving partsand
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Figure6: Time seriesand PSD of acaustic signalsfrom
AAV andDW.

frictions, ervironmentaleffects, etc. On top of that, the
deployed sensorcanbe faulty or even dead Therefore,
sensorintegration is crucial herein orderto toleratethe
faults,uncetaintiesin the sensoreadous andobtainac-
curateclassi cationresults.

5.1 Parameter selection

Before we canuse MRI algorithmfor distributedin-
tegration we must rst identify the paraméersto be
obsened. Different paraneterscan be chosendepen-
dentupondifferentsignalprocessindechriquesapdied.
Acoustic signalscan be andyzed in time doman, fre-
quercy domain, or time-frequey domain. Here we
chocseto andyze thesignalunde frequency domain. By
observinghepower spectratdensity(PSD)of thetime se-
riesacoustic signal,we foundthatthedominar frequacy
range in the PSDhasa goodindicationof differentveh-
cles. Figure 6 shavs a sggment of time seriesacoustic
signalfrom AAV andDragonWagm (DW) with the cor
responihg PSDaswell. We canseethatthe locationof
the peakandthe width of the peakdiffer from vehicle to
vehicle. Here,we de ne the dominan frequeng range
asthe rangebetwea the closestin ection points at the
left andright sidesof the maximum. It is, however, dif -
cultto nd the maximumfrom the original PSD.There-
fore, we rst useBézer spline[7] to smooththe original
PSDinto an(n — 1)th polynomial,wheren is thenumter
of samplesusedto representhe original PSD.The more
sampleswve use,the closerthe polynamial to the original
PSD,thelonge thecompuationtime. Oncewe obtainel
the smoothed®SD,we caneasilypick the maxmumand
thedomirantfrequerty rangeasde ned abose. MRI can
thenbeappliedto integrae thedominantfrequency range
asthemobile agen migratesirom nodeto noce. A block
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diagramof the procedureis illustratedin Fig. 7.

5.2 Integration resultsusing MRI

We conductedtwo experimentsto show the resultsof
usingMRI in MADSN. In the rst experiment,we choose
thereadous from nine sensomodeswith oneof thembe-
ing faulty. Thetargetin this experimentis AAV. In the
secoml experimentwe alsochosethereadatsfrom nine
sensomodes but with two of thembeingfaulty. Dragm
Wagm (DW) is thetargetin the seconl experiment.

Figure 8 is the result of mobile agert implementa-
tion of MRI at differentresolutionsfor AAV. From the
plots, we can seethe effect of multi-resolutionanaly-
sis: the ner the resolution,the narrover the dominant
frequerty range, the more accurae the estimation. For
AAV, the dominant frequerty rangeat the ne st resolu-
tion is [0.45,0.72] with the location of pe& at arourd
0.58. Figure 9 shavs andher example with DW asthe
target. The dominant frequency rangeat the nest reso-
lution is [0.61, 0.65] with the locationof peakat arourd
0.63.

Figure 10 shows the effect of progressie accuacgy
achieved in the rst experiment. The overlap functions
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Figure9: integrationresultsat differentresolutionsfrom
nine sensorwith two of thembeing faulty. (Thetargetis
DW)

areall attheir nest resolution. Fromthe eight partially
integrated results,we canseethat after having migrated
around vesensorstheintegrationresultgoesstable.The
obsenrationsfrom theremainingfour sensorslonotaffect
theresultatall. Therefore,themobileagen canreturnto
its dispatchewithout nishing upits schedleditinerary,
but still acHeve requiredaccuagy.

6 Summary

This paper describs the designandimplemeration of
mobile-agent-basedlistributed sensometworks. Mobile
agert hasbeena promisingsolutionto high performane
distributedcompuing. Here,we usemobileager to carry
outdistributedsensoiintegrationtasks.We take anexam-
ple of target classi cation to illustrate the ef cie ncy of
mobileager computing mockel.
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