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Abstract – We describethedeploymentof mobileagent
in Distributed Sensor Networks(DSNs)to form an im-
proved infrastructure for multisensordata fusion. Com-
pared with the traditional client/serverparadigm, mo-
bile agent adopts a new computing model: data stay
at the local site, while the execution code is moved to
thedatasites.Mobile-agent-basedDSN(MADSN) saves
the networkbandwidth and providesan effectiveway to
overcome network latency. It is usedto integrate pre-
processeddata locatedat local sensornodes. Progres-
siveaccuracycanbeachieveduring theagentmigration.
We take target classi�cation as an example to showhow
MADSNsupportshigh performance distributed integra-
tion.

Keywords: distributed sensornetworks, mobile agent,
datafusion,targetclassi�cation

1 Intr oduction
Multisensordatafusionis anevolving technology, con-

cerningthe problem of how to fuse datafrom multiple
sensorsin orderto makeamoreaccurateestimationof the
environment[8, 10, 16]. Applicationsof datafusioncross
a wide spectrum,including environmentmonitoring, au-
tomatic target detection andtracking, battle�eld surveil-
lance, remotesensing,global awareness,etc. They are
usuallytime-critical,cover a largegeographical area,and
requirereliabledelivery of accurateinformationfor their
completion.

So far, client/server computing model hasbeen most
popularly usedin DistributedSensorNetworks(DSNs)to
handle multisensordatafusion. However, asadvances in
sensortechnology andcomputernetworking allow thede-
ployment of largeamount of smallerandcheapersensors,
hugevolumnsof dataneedtobeprocessedin real-time.In
thispaper, weexplore theusageof mobile agentin DSNs
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for datafusion tasksas an alternative to the traditional
client/server model.

The outline of this paper is as follows: Sec. 2 de-
scribesthe mobile agent computing model and its ad-
vantagesover client/server model. Sec. 3 presentsthe
designand implementation of mobile-agent-based DSN
(MADSN). Sec.4 discussesdifferent fusion algorithms
includingbothcentralizedanddistributeddesign. Sec. 5
usestargetclassi�cationasanexampleto show theeffec-
tivenessof MADSN in distributedsensorfusion.

2 Mobile agentcomputing model
Generally speaking, mobile agent is a specialkind of

software which can execute autonomously. Once dis-
patched, it can migrate from node to node performing
dataprocessingautonomously. Lange listed seven good
reasonsto usemobileagents[12], including reducing net-
work load, overcomingnetwork latency, robustandfault-
tolerantperformance,etc.

In themobileagent computing model, datastayat the
local site,while theprocessingtaskis moved to thedata
sites. By transmittingthe computation engine insteadof
data,themobileagent model offersseveral importantben-
e�ts: 1) Network bandwidth requirement is reduced. In-
steadof passinglarge amounts of raw dataover the net-
work throughseveral roundtrips,only theagent of small
sizeis sent.This is especially importantfor real-timeap-
plicationsandwherethecommunicationis throughlow-
bandwidth wirelessconnections;2) Betternetwork scal-
ability canbeachieved. Theperformanceof thenetwork
is not affectedwhen the number of sensoris increased.
Agent architecturecansupport adaptivenetwork loadbal-
ancing automatically; 3) Extensibility is supported. Mo-
bile agentscanbeprogrammedto carrytask-adaptivepro-
cesseswhich extendsthecapability of thesystem;and4)
Stability. Mobile agents can be sentwhen the network
connection is alive and return resultswhen the connec-
tion is re-established.Therefore, the performance of the



systemis not muchaffectedby the reliability of thenet-
work.

Although therole of mobileagents in distributedcom-
puting is still beingdebatedmainly becauseof thesecu-
rity concern [5, 14], several applicationshaveshown clear
evidenceof bene�tting from theuseof mobileagents.For
example,mobile agentsareusedin networkedelectronic
trading[4] wherethey aredispatched by thebuyer to the
various suppliersto negotiateordersanddeliveries, and
thenreturnto thebuyer with theirbestdealsfor approval.
Insteadof having thebuyer contactthesuppliers,themo-
bile agents behave like representatives, interactingwith
otherrepresentatives on the buyer's behalf, andalert the
buyer whensomething happensin thenetwork thatis im-
portantto the buyer. Anothersuccessfulexample of us-
ing mobileagents is distributedinformationretrieval and
informationdissemination[6, 9, 15, 22]. Agentsaredis-
patched to heterogeneous andgeographicallydistributed
databasesto retrieve informationandreturnthequeryre-
sultsto theend-users.Mobile agents arealsousedto re-
alize network awareness[2] and global awareness[19].
Network-robust applicationsareof greatinterestin mili-
tary situationstoday. Mobile agentsareusedto beaware
of andreactiveto thecontinuouslychangingnetwork con-
ditions to guaranteesuccessfulperformanceof theappli-
cationtasks.

In this paper, we deploy themobile agent paradigm to
improvethedesignof DSN.Weusetheacronym MADSN
to denote mobile-agent-basedDSN. Figure 1 provides a
comparisonbetween DSNandMADSN from architecture
pointsof view.
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Figure1: Comparisonof architecturesbetween DSN and
MADSN

3 MADSN designand implementa-
tion

We de�ne mobileagentasanentity of four attributes:
identi�cation, itinerary, data space, and method, as
shown in Fig. 2.

• Identi�cation: A number in the format of 2-tuple
(i, j), where i indicates the IP address of the dis-
patcherandj theserialnumberassignedto agentsby

identification 

itinerary data space

method

(160.36.0.0, 1)

Figure2: Mobile agent asanentityof four attributes.

the dispatcher. Eachmobile agent canbe uniquely
identi�ed by its identi�c ation.

• Data space: The agent's databuffer which carries
the partially integrated results. This result should
provide progressive accuracy as the agentmigrates
from node to node.

• Itinerary: The route of migration. It can be �x ed
or dynamically determinedbasedon thecurrentnet-
work status. Currently, we assumethe itinerary is
�x ed.

• Method: The processing task (or execution code)
carriedwith the agent. Our focus in this paper is
thedevelopment of distributedsensorintegrational-
gorithms.

MADSN is simulatedusinga mobileagent framework
(MAF) we developed. Its architecturedesignis shown in
Fig. 3. MAF is built upon TCP/IPprotocol. A combina-
tion of C/C++ andan interpretinglanguageas the front
endis usuallythesetupof thelanguagesupport.Themo-
bile agent server functions like a daemon. It listensto
the network for any valid incoming agents and invokes
thecorresponding routineto carryout sensorintegration.
Again, we canseethat the local dataresideat the local
site, only the integratedresultsarecarriedwith the mo-
bile agent.

Therehavebeenmany mobileagent systemsdeveloped
recently. Most of them useJava or the combination of
C/C++ and a scripting language,suchas IBM' s Aglets
[1], Dartmouth's Agent Tcl [20], General Magic's Tele-
script [21], etc. MAF is implemented in Python andhas
left �e xible interfaceto otherprocessingmodules. [13]
provides a detailedlist of bene�ts of Python, including
its purelyobject-orientedsupport,its suitability for rapid
prototyping, andits object serializationsupportwhich is
onewaytosaveinformationbetweenprogramexecutions.
It needsto beclari�ed thatobject serializationonly keeps
thedataspace, but not theexecutionstatus.No modi�c a-
tion to thePythoninterpreteris needed in order to support
moderatemobility.
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In orderto enhancetheperformanceof MAF, andalso
makeusageof existingmatureintegrationmodules,MAF
hasprovided�e xible interfacewheretheintegrationmod-
ulesdevelopedin C/C++ canbe dynamically linked and
executedby agents.

4 Distrib uted sensorintegration al-
gorithm design

As larger amount of sensorsare deployed in harsher
environment, it is important that sensorintegrationtech-
niquesarerobustandfault-tolerantsothatthey canhandle
uncertainty andfaulty sensorreadouts. Here,the redun-
dancy in thesensorreadoutsareusedto provideerrortol-
erance. In thissection,we�rst describeanef�cien t multi-
resolutionintegration(MRI) algorithm. Thenwe modify
thealgorithmsuchthattheoriginalcentralized integration
canbe carriedout distributively. Readersarereferredto
[18] for detailed derivation andcasestudy.

4.1 Centralized MRI algorithm
The original MRI algorithmwasproposedby Prasad,

Iyengar andRaoin 1994[17]. The ideaessentiallycon-
sistsof constructinga simplefunction (theoverlap func-
tion) from the outputsof the sensorsin a clusterandre-
solving this function at various successively �ne r scales
of resolutionto isolatethe region over which thecorrect
sensorslie. Eachsensorin a clustermeasuresthe same
parameters. It is possiblethat someof them are faulty.
Hence it is desirableto make useof this redundancy of
the readings in theclusterto obtaina correctestimateof
theparametersbeingobserved.

Figure 4 illustratesthe overlap function (Ω(x)) for a
setof 7 sensorscalculated from their characteristic func-
tions. Theactual valueof theparameter beingmeasured
lieswithin regionsover whichthemaximal peaksof Ω(x)
occur.
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Figure4: Theoverlapfunctionfor a setof 7 sensors.
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Figure5: An overlap function Ω(x) and its appearance
at different resolutions(The shaded region indicates the
region needsto beresolved over).

Multi-resolution analysis provides a hierarchical
framework for interpretingtheoverlap function. It is nat-
ural andmoreef�cien t to �rst analyzedetailsat a coarse
resolutionand then increasethe resolutionfor only the
region of interest. Given a sequenceof increasing reso-
lutions,at each resolution,MRI picks the crestfrom the
overlap function, and resolve only the crest in the next
�ner resolutionlevel. Crestis aregion in theoverlapfunc-
tion with the highestpeakand the widest spread. The
algorithm is optimal, since the overall time requiredis
O(n log n), which is thetime required to maintainΩ(x).
This algorithmis alsorobust,satis�esa Lipschitzcondi-
tion [11], which ensuresthat minor changesin the input
intervals causeonly minor changesin the integrated re-
sult. Figure5 illustratesthemulti-resolutionanalysispro-
cedure.

Choet. al. [3] improves theΩ function to only return
theinterval with theoverlapfunctionranges [n− f, n]. It
alsosatis�esLipschitz condition. Thebiggest advantage
of this function is that it is able to reducethe width of
theoutputinterval in mostcasesandproduce a narrower
output interval when the number of sensorsinvolved is



large,which is thecasefor distributedsensornetwork in
general.

4.2 Decentralized MRI algorithm
In a distributed sensornetwork (DSN), all readouts

from thesensornodesaresentto theircorresponding pro-
cessingelements,wheretheoverlap functionat the�nest
resolutionis �rst generated,andthemulti-resolutionanal-
ysis procedureis thenappliedto �nd thecrestat thede-
siredresolution.

In a mobile-agent-basedDSN (MADSN), the mobile
agents migrateamong thesensornodesandcollect read-
outs. Therefore,eachmobileagent alwayscarriesa par-
tially integratedoverlap function which is accumulated
into a �na l versionat theprocessingelement afterall the
mobile agents return. During this process,if MADSN
appliesMRI in the sameway asDSN does,that is, let-
ting mobile agents carry the partially integrated overlap
function in its �ne st resolutionandthenuseMRI to �nd
thecrestatdesiredresolutionat theprocessingcenter, the
advantages of mobile agents will be nulli�ed becauseof
heavy datamigration.

We modi� ed thebasicMRI algorithmandpresented a
moreef�cien t implementationfor MADSN [18]. Thekey
conceptunderlying themodi�ed algorithmis thatMRI is
appliedbefore accumulatingthe overlap function. A 1-
D array, ωx , canserve asanappropriatedatastructureto
representthepartially-integrated overlap functioncarried
by a mobile agent. The size of the array is dependent
upontheresolutionrequirement. Thecoarsertheresolu-
tion, thesmallerthedatabuffer. Themodi� edalgorithm
alsoprovidesprogressiveaccuracy. Whenthe accuracy
requirement hasbeenreached, the mobile agent canre-
turn to theprocessingcenter immediately without �nish-
ing thescheduled route.TheMADSN implementationof
MRI achievesthesameintegrationresultasoriginalMRI
but is more�e xible,andis ableto carryouttheintegration
distributively. We usetargetclassi�cationasanexample
to show theadvantagesof MADSN.

5 MADSN for target classi�cation
Target detection, classi�cation,localization, andtarget

trackingareall typicalapplicationsin DSNs.By integrat-
ing observations from differentsensorsat differentloca-
tions, the systemwill automatically sendalarmswhen-
ever a certaintarget is detected. Our discussionin this
sectionconcentrateson groundvehiclesclassi�cationus-
ing MADSN formedby unattendedground sensors.Both
seismicandacousticsensorsaretypically usedin battle-
�eld surveillanceandourexampleusesonly acousticsig-
nals.

Acoustic signal is strongly non-stationary. It can be
interferedby many factorssuchas the speedof the tar-
get,Doppler effects,noisefrom variousmoving partsand
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Figure6: Time seriesandPSDof acoustic signalsfrom
AAV andDW.

frictions, environmentaleffects,etc. On top of that, the
deployed sensorcanbe faulty or even dead. Therefore,
sensorintegration is crucial herein order to toleratethe
faults,uncertaintiesin thesensorreadouts andobtainac-
curateclassi�cationresults.

5.1 Parameter selection
Before we can useMRI algorithm for distributed in-

tegration, we must �rst identify the parameters to be
observed. Different parameterscan be chosendepen-
dentupondifferentsignalprocessingtechniquesapplied.
Acoustic signalscan be analyzed in time domain, fre-
quency domain, or time-frequency domain. Here we
chooseto analyze thesignalunder frequency domain. By
observingthepower spectraldensity(PSD)of thetimese-
riesacousticsignal,wefoundthatthedominant frequency
range in thePSDhasa goodindicationof differentvehi-
cles. Figure 6 shows a segment of time seriesacoustic
signalfrom AAV andDragonWagon (DW) with thecor-
responding PSDaswell. We canseethat the locationof
thepeakandthewidth of thepeakdiffer from vehicle to
vehicle. Here,we de�ne the dominant frequency range
as the rangebetween the closestin�ection points at the
left andright sidesof themaximum. It is, however, dif�-
cult to �nd the maximumfrom the original PSD.There-
fore, we �rst useBézier spline[7] to smooththeoriginal
PSDinto an(n−1)th polynomial,wheren is thenumber
of samplesusedto representtheoriginal PSD.Themore
sampleswe use,thecloserthepolynomial to theoriginal
PSD,thelonger thecomputationtime. Oncewe obtained
thesmoothedPSD,we caneasilypick themaximum and
thedominantfrequency rangeasde�ned above. MRI can
thenbeappliedto integrate thedominantfrequency range
asthemobileagent migratesfrom nodeto node. A block
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Figure7: Block diagramon usingMRI to integratethe
dominant frequency rangeobtained from PSD.
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Figure8: Integrationresultat differentresolutionsfrom
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diagramof theprocedureis illustratedin Fig. 7.

5.2 Integration results using MRI
We conductedtwo experimentsto show the resultsof

usingMRI in MADSN. In the�rst experiment,wechoose
thereadouts from ninesensornodeswith oneof thembe-
ing faulty. The target in this experimentis AAV. In the
second experiment,wealsochoosethereadoutsfrom nine
sensornodes but with two of thembeingfaulty. Dragon
Wagon (DW) is thetargetin thesecond experiment.

Figure 8 is the result of mobile agent implementa-
tion of MRI at different resolutionsfor AAV. From the
plots, we can seethe effect of multi-resolutionanaly-
sis: the �ne r the resolution,the narrower the dominant
frequency range, the more accurate the estimation. For
AAV, the dominant frequency rangeat the �ne st resolu-
tion is [0.45, 0.72] with the location of peak at around
0.58. Figure9 shows another example with DW as the
target. The dominant frequency rangeat the �nest reso-
lution is [0.61, 0.65] with the locationof peakat around
0.63.

Figure 10 shows the effect of progressive accuracy
achieved in the �rst experiment. The overlap functions
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Figure9: integrationresultsat differentresolutionsfrom
ninesensorswith two of thembeing faulty. (Thetargetis
DW)

areall at their �nest resolution.From the eight partially
integrated results,we canseethat after having migrated
around� vesensors,theintegrationresultgoesstable.The
observationsfromtheremainingfoursensorsdonotaffect
theresultat all. Therefore,themobileagent canreturnto
its dispatcher without �nishing up its scheduleditinerary,
but still achieve requiredaccuracy.

6 Summary
This paper describes thedesignandimplementationof

mobile-agent-baseddistributedsensornetworks. Mobile
agent hasbeena promisingsolutionto high performance
distributedcomputing. Here,weusemobileagent tocarry
outdistributedsensorintegrationtasks.Wetakeanexam-
ple of target classi�cation to illustrate the ef�cie ncy of
mobileagent computingmodel.
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