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Abstract

. . VAX HSC
A VAXcluster is a closely-coupled multicomputer

system that consists of two or more VAX com-
puters, one or more hierarchical storage con-
trollers (HSCs), two or more discs and a star cou-
pler. The Markov model of VAXcluster system VAX HSC
availability suffers from state space explosion as
the number of VAX computers in the cluster in-
creases. This has necessitated the use of approx- Figure

imate Markov models. In this paper we develop 1. Physical Configuration of a Two-Computer
exact availability models of VAXcluster systems
by means of stochastic Petri nets.
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A VAXcluster is a closely-coupled multicomputer Ly .
Figure 2: Reliability Block Diagram for the

system with two or more VAX computers, one
Two-Computer Cluster

or more mass storage servers called Hierarchical
Storage Controllers (HSCs), a set of disks and a

star coupler [1]. From a reliability and availabil-

One of the dependability measures of VAX-
. . . v
ity point of view, a VAXcluster system (or clus- cluster systems that has been greatly studied is

ter for sh i i les- - o S
er for short) is essentially a series-parallel sys the cluster availability, which is defined as the

t isti 11 - .
em consisting of a parallel network of N VAX long-run probability that the cluster is opera-

computers i i it | . o
computers in series with a parallel network of tional (or up). For ease of analysis it is usually

HSC d llel net iscs. , . . .
s and a parallel network of discs. The star assumed that the failure times, reboot times, re-

coupler is a passive device and is generally as-
sumed not to fail. A VAXcluster system with
two VAX computers, two HSCs and two discs is
shown in Figure 1, and its reliability block dia-

gram is shown in Figure 2.

pair times and other times associated with events
in the cluster are exponentially distributed. This
leads to modeling the cluster availability by a

continuous-time Markov chain. However, as the
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number of nodes (i.e., VAX computers, HSCs
and disks) increases, the number of states in the
Markov chain increases quadratically, creating
an extremely large number of states for large-

scale clusters.

There are two principal approaches to deal
with the largeness of the Markov chain state
space. In the approach we call largeness avoid-
ance, the generation and the solution of a large
Markov model are avoided. This commonly in-
volves the use of model hierarchies and often (but
not always) implies an approximate rather than
an exact solution to the original modeling prob-
lem [2]. An alternative approach is called large-
ness tolerance. Here we accept the fact that a
large Markov model needs to be generated and
solved. However, we automate the generation of
the large Markov model. This can be done in
several ways one of which is to use the stochas-
tic Petri net (SPN) (3] to specify the problem.
This usually gives a concise model of the sys-
tem. Unfortunately, the resultant state space is
still large. However, we call it a largeness toler-
ant scheme because once the model is specified
in SPN we can use an SPN package to automati-
cally generate and solve the Markov model. It is
this second approach that we follow in this paper.
In the balance of the paper we concentrate only
on the processor subsystem of the VAXcluster.
Since the three subsystems (i.e., processor, HSC
and disk subsystems) are essentially connected
serially, the availability of the VAXcluster is the
product of the probabilities that the subsystems
are up.

The paper is organized as follows. In Section
2 we consider the Markov model of a two-VAX
computer cluster. In Section 3 we develop the
stochastic Petri net model of cluster availability.
In Section 4 we consider numerical examples, and

in Section 5 we make some concluding remarks.
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2 Markov Models of Cluster
Avalilability

We consider a VAXcluster system with N
VAX computers (hereafter referred to as an N-
processor cluster), where N > 2. Each processor
is either up or down. There are two classes of
processor failures: permanent failure and inter-
mittent failure. A permanent failure is any fail-
ure that requires the physical repair of the failed
processor, and an intermittent failure is one that
can be corrected by rebooting the affected pro-
cessor. Each of these failure classes results in
a cluster fault. We refer to a cluster fault that
arises from a permanent failure as a permanent
fault and to a cluster fault that arises from an
intermittent failure as an intermittent fault. A
cluster fault can be covered or uncovered [4]. A
covered fault is one that can be recovered from
by means of a cluster reconfiguration while an un-
covered fault is one that can be recovered from by
rebooting the cluster. An uncovered fault causes
the cluster to go down until it is rebooted while
a covered fault causes only a very brief (on the

order of seconds) outage of the cluster.

We assume that the time until an up proces-
sor suffers a permanent failure is exponentially
distributed with mean 1/Ap hours, and the time
until it suffers an intermittent failure is expo-
nentially distributed with mean 1/A; hours. Let
¢ and k denote the coverage factors for perma-

nent faults and intermittent faults respectively.

When a covered fault occurs, the up processors
go through a cluster reconfiguration which re-
sults in suspension of all processing activities,
canceling the cluster membership of the failed
processor, taking a vote to see if the up pro-
cessors still form a quorum!, and recommencing
processing if a quorum is formed. If a quorum is

not formed, the cluster will hang and no process-



ing can be done. We assume that the duration
of a cluster reconfiguration to map out a failed
processor is exponentially distributed with mean
1/purouT hours, the time to repair a processor
that suffers a permanent failure is exponentially
distributed with mean 1/up hours, the time to
reboot a processor that suffers a covered inter-
mittent failure is exponentially distributed with
mean 1/ppp hours, and the time to reboot the
cluster when an uncovered intermittent (or per-
manent) fault occurs is exponentially distributed
with mean 1/pucp hours. After a processor that
suffered a covered intermittent failure has been
rebooted or a processor that suffered a perma-
nent failure has been repaired, the cluster goes
through another reconfiguration to readmit the
repaired or rebooted processor. We assume that
the duration of a cluster reconfiguration to read-
mit a repaired or rebooted processor is expo-
nentially distributed with mean 1/prin hours.
Thus, we can model the cluster availability by a
continuous-time Markov chain.

The Markov chain for the two-processor clus-
ter of Figure 1 is shown in Figure 3 where we
have assumed that proyr = prin = pr. The
states of the Markov chain are represented by

(abe, d), where

a = number of processors that are down
with permanent failure
b = number of processors that are down

with intermittent failure

1 : -
Quorum is the minimum number of processors re-

quired for the VAXcluster to function.
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0 if both processors are up

p if a processor is being repaired
if a processor is being rebooted

¢ if the cluster is being rebooted

if the cluster is undergoing

reconfiguration

r if both processors are rebooting

s if one processor is rebooting and

the other is being repaired

0 if the system is up in this state

1 otherwise

Let Pu.q denote the steady-state probability
that the process is in state (abc,d). Then the

availability of the cluster is given by:
Ay = Poooo + Propo + Powso (1)

One important comment on the diagram of Fig-
ure 3 is that when a processor that suffered an in-
termittent failure is being rebooted, it can suffer
a permanent failure that then calls for a physical

repair. This is represented by the transition from

Figure 3: Markov Chain for the Two-Processor

Cluster



state (01b, 0) to state (10p, 0). Such a failure does
not disrupt the operation of the cluster since the
failed processor has already been mapped out of
the cluster.

The availability of the cluster can be obtained
by solving the Markov chains directly by any of
the standard techniques [5]. However, we solve
it by means of SHARPE, a software package for
dependability analysis [6].

3 Petri Net Models of Cluster
Availability

One of the problems with the Markov model of
cluster availability is the fact that as N, the num-
ber of processors, increases, the model suffers
from state space explosion. Generally also, there
is the inherent problem of generating the state
space. And when the field service response time
is required to be modeled explicitly, the state
space becomes more difficult to generate. These
facts have led to the development of an approxi-
mate model of the system [2]. In this section we
consider an alternative way to model the cluster
availability; that is, by means of stochastic Petri
nets.

Petri nets are formal graph models that are
well suited for representing the flow of informa-
tion and control in systems that exhibit concur-
rency and synchronization characteristics {7,8,9].

A Petri net can be defined as a four-tuple:

PN = (P, T,A, M)

where

= {p1,p2,--" ,Pn} is the set of places

{t1,t2, -, tm} is the set of transitions

A C {PxT}U{T x P} is the set of arcs

My, = {m;,m;, <.+, m_} is the initial marking

:

m, = 0,12, jE (i n
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The places are represented by circles and the
transitions are represented by bars. The arcs are
directed arcs that connect the places to transi-
tions and the transitions to places: A place may
contain tokens (represented by dots). The num-
ber of tokens contained in each place in the net is
usually specified by a tuple called the marking.
The marking determines the state of the Petri
net. A place is defined to be an input place of a
transition if an arc exists from the place to the
transition. Similarly, a place is defined to be an
output place of a transition if an arc exists from
the transition to the place. More than one arc
may connect a place to a transition or a transi-
tion to a place. The number of arcs connecting
a place to a transition is called the multiplicity
of the input place. A transition is enabled if each
of its input places contains as many tokens as
its multiplicity. An enabled transition can fire.
When a transition fires, it removes d; tokens from
each input place ¢ of that transition, where d;
is the multiplicity of place 7; and it deposits in
each of its output places as many tokens as there
are output arcs from the transition to the place.
Each firing generates a new marking of the net.
The reachability set of a Petri net for a given ini-
tial marking is the set of all states (or markings)
that can be generated from the initial state by
a sequence of transition firings. And the reacha-
bility graph associated with a reachability set is
the graph obtained by representing each state by
a vertex and placing a directed edge from vertex
31 to vertex sy if state s can be obtained by the

firing of some transition enabled in state s;.

Some extensions have been introduced to in-
crease the modeling power of the standard Petri
net described above. These include inhibitor arcs
and multiple arcs. An inhibitor arc connects a
place to a transition, and is represented by a

line terminating in a circle rather than an arrow



head. It functions to prevent a transition from
firing under certain markings. Thus a transition
may fire iff each of its normal input places con-
tains at least one token and none of its inhibitor
input places contains any token. Multiple arcs
permit the firing of a transition to deposit two
or more tokens in an output place. Also, if a
transition has an input place with k arcs, where
k > 1, then the transition cannot fire when that
input place contains less than k tokens. Often we
need to flush a place of all the tokens it contains.
For this purpose variable input/output arcs have
been introduced [10]. We also allow for priorities
and enabling/disabling functions to be specified

on the transitions in the net [10].

Additional extensions of the Petri net have

been proposed and this has led to the following

types of Petri nets: the timed Petri net [11], the
stochastic Petri net [3], the generalized stochas-
tic Petri net (GSPN) [12], the extended stochas-
tic Petri net (ESPN) [13], the stochastic activity
networks (SAN) [14], and the generalized timed
Petri net (GTPN) [15]. Because of our assump-
tions of exponentially distributed times for VAX-
cluster activities, we use the GSPN model for our
work.

The GSPN, which we use in the model de-
scribed below, divides the transitions into two
classes: immediate and timed transitions [12].
Immediate transitions fire in zero time once they
are enabled. The time that elapses from the in-
stant a timed transition is enabled until it fires is
assumed to be exponentially distributed. In this
paper we represent timed transitions by thick
bars, and immediate transitions by small rect-
angular boxes. Firing rate of timed transitions
and firing probabilities of immediate transitions

are allowed to be marking dependent.
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3.1 Model of a VAXcluster

We first consider the GSPN model of an N-
processor VAXcluster that is subject to perma-
nent failures only. Figure 4 shows the GSPN.
The place Pyp with N tokens represents the ini-
tial condition in which the N processors are up.
The place Ppp represents the condition that a
permanent failure has occurred. The place Pepr
represents the condition that the failure is cov-
ered while the place Pypp represents the con-
dition that the failure is uncovered. The place
Pprp represents the condition that the cluster
reboot or transition (as the case may be) is over
and the failed processor is being repaired. We
assume that there is only one repairman for the
cluster. The place Prjy represents the condition

that the processor repair has been completed.

The firing rate of the timed transition tpf is
marking dependent; this fact is denoted by the
symbol # on the arc from Pyp to tpf. When a
permanent failure occurs, it will be covered with
probability ¢ and with probability 1 —¢ it will be
uncovered. A failure can be covered only if the
number of up processors is at least {, the quo-

rum. Thus, there is an input arc of multiplic-

o

Figure 4: GSPN for a System with Only Perma-

nent Failures




ity ! from Pyp to the immediate transition sl.
Failures that occur after the quorum is lost are
essentially uncovered. Also, if a failure occurs af-
ter the quorum is lost (i.e., the number of tokens
in Pyp <), no cluster reboot takes place. This
is modeled by the presence of an inhibitor arc of
multiplicity { from Pyp to the immediate tran-
sition 3. The firing rate of the timed transition
ttl is ppouT, the transition rate for the cluster
to map out a failed processor. The firing rate of
the timed transition t¢2 is uryy, the transition
rate for the cluster to readmit a repaired (or re-
booted) processor. The firing rate of trp is up,

the processor repair rate.

When a processor repair is completed (i.e.,
there is a token in Pryn), one of two things will
take place. If the number of up processors is at
least I, or a quorum is formed, then the cluster
will undergo a transition to readmit the repaired
processor. This means that the timed transition
tt2 is enabled, provided that the cluster is nei-
ther being rebooted nor undergoing a transition
(i.e., there is no token in Popr and no token in
Pypr). This accounts for the inhibitor arcs from
Pcopr and Pypr tott2. When it fires, [+1 tokens
will be deposited in Pyp which includes the { to-
kens used to prime ¢t¢2 and the token from Pryy.
If the number of up processors is below quorum,
then the immediate transition s4 is enabled. In
this case the cluster does not undergo a transi-
tion since the up processors are effectively idle

and the cluster is hanging. Note that when the

cluster is rebooting, no covered failure can occur.
This accounts for the inhibitor arc from Pypr to
sl. Also, the arc from PupF to tcbl is a variable
arc; this is denoted by the zigzag sign over the
arc. This implies that when tcbl fires it takes all
the tokens in Pypr and deposits them in Ppgp.
This is due to the fact that if two or more pro-

cessors suffer an uncovered failure, then after the

cluster reboot all the processors are mapped out
and are ready for repair. By a similar argument
the arcs from Pypp to s3 and the arc from s3 to
Ppgrp are variable arcs.

We next consider an N-processor system in
which only intermittent failures can occur. The

GSPN for this system is shown in Figure 5. As

kcb2 _—}1(&

Hryyy
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Figure 5: GSPN for a System with only Inter-

mittent Failures

in Figure 4, the place Pyp initially contains N
tokens and represents the condition that the sys-
tem is up on all processors. The firing rate of
the timed transition tif is marking dependent.
The factor A is the intermittent failure rate of
a processor. The place Pir represents the con-
dition that an intermittent failure has occurred.
The place Porr represents the condition that an
intermittent failure is covered while Py repre-
sents the condition that it is an uncovered fail-
ure. The firing rate of the timed transition tt3 is
urouT, the transition rate for the cluster to map
out a processor. Similarly, the firing rate of the
timed transition tcb2 is pop, the cluster reboot

rate. If the cluster is being rebooted, no other




intermittent failure can occur. This accounts for

the inhibitor arc from Pyjp to tif.

The place Prpp represents the condition that
subsequent to a covered failure the cluster has
completed a transition to map out the failed pro-
cessor. The place Pryn represents the condition
that the failed processor has been rebooted. If
there are at least [ up processors, then the timed
transition £t2 is enabled, otherwise the immedi-
ate transition s4 is enabled. Note that for tt2
to fire, the cluster must not be rebooting or un-
dergoing a transition. That is, there is neither a
token in Pygp nor in Pojr; hence the inhibitor
arcs to tt2 from these two places. When the sys-
temn is either undergoing a cluster transition, no
intermittent failure can occur. This accounts for

the input inhibitor arcs to tif from bath Perp

and Prn. Note that all processors that suffer an
intermittent failure can be rebooted in parallel.
Thus, the firing rate of tpb is marking dependent.

Figure 6 shows the complete model incorpo-
rating Figures 4 and 5 along with some crossover

effects. These crossover effects are as follows:

1. While the cluster is being rebooted subse-
quent to an uncovered intermittent failure
(i.e., there is a token in Pysr), a covered
permanent failure is impossible. This ac-
counts for the inhibitor arc from Pyrp to

the immediate transition si.

2. While the cluster is undergoing a transi-
tion, no failure is assumed to occur. This

accounts for the inhibitor arcs from Pepr,

Porr and Prpy to tpf and tif.

tpb

Figure 6: Complete Petri Net Model for the VAXcluster




3. After a failed processor has been mapped
out of the cluster following a covered in-
termittent failure (i.e., there is a token in
Prrp), the processor can suffer a perma-
nent failure while it is being rebooted. Thus,
when there is a token in Prrp, both tpb and
tip are enabled. If the processor suffers a
permanent failure before its reboot is com-
pleted, the timed transition tip fires and a
token is deposited in Pprp. Otherwise, the
timed transition tpb fires and a token is de-

posited in Prin.

4. While the cluster is being rebooted following
an uncovered intermittent failure (i.e., there
is a token in Pyjr), a permanent failure of
one of the processors can occur. Such a fail-
ure is essentially uncovered. Thus, if there
is a token in Pyrr and tpf fires, the token
deposited in Ppp when tpf fires will enable
only s2 which fires immediately depositing
a token in Pypr. With a token in Pyrr and
a token in Pypp the immediate transition
s7 is enabled. It fires and returns a token to
Pypr. The cluster reboot continues, and at
the end of the reboot the repair of the failed

Processor commences.
The cluster is said to be available whenever

1. there are at least [ tokens in place Pup (that
is, at least [ up processors), and
2. there is no token in Pypp or Pyrr (i.e., the

cluster is not undergoing a reboot), and

3. there is no token in place Pcpr, place Porr
or place Prin (i.e., the cluster is not under-

going a transition).

It is easy to show that the reachability graph
of the GSPN in Figure 6 is isomorphic to the
Markov chain of the two-processor cluster given

in Figure 3.
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4 Numerical Results

We consider a VAXcluster with the following pa-

rameter values:

1/Ap 6000 hours

1/A\; = 1200 hours

Il

1/up = 2 hours
1/ucp = 15 minutes
1/upp = 5 minutes
1/prin = 2 seconds
I/I‘TOUT = 5 seconds

We assume that { = 1; that is, at least one pro-
cessor must be up for the cluster to be defined to
be up. Since the state space of the reachability
graph of the complete model is very large even
for moderate values of N, we use the Stochas-
tic Petri Net Package (SPNP) [10] to solve the
model. We define the mean downtime in minutes

per year as

D = (1-— A)x 8760 x 60

where A is the steady state cluster availability,
as defined in Section 3.

Figure 7 shows how the mean downtime (in
minutes per year) varies with N for different val-
ues of coverage factors ¢ and k. Figure 8 shows
how the mean downtime (in minutes per year)
varies with N for different values of cluster re-
configuration times 1/prin = 1/provr. As the
two figures show, for the chosen set of parameter
values the optimal value of N is 2. Since a clus-
ter with a larger number of processors is likely to
yield a higher performance than a smaller clus-
ter, it follows that a composite measure of avail-
ability and performance is needed to assess the
behavior of a cluster. Measures like availability
and downtime provide only a partial picture of

the cluster behavior [16].
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Figure 8: Variation of Mean Cluster Downtime
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5 Conclusion

We have used the power of stochastic Petri nets
to model VAXcluster system availability. Real-
istic features are modeled while keeping the size
of the net independent of the number of proces-
sors in the cluster. End conditions such as the
behavior of the processor fault breaking a quo-

rum being different from a processor fault not

breaking a quorum are modeled by means of in-
hibitor arcs. Block departures (or token flush-
ing) as implied by a cluster reboot operation are
modeled by variable input/output arcs. Priority
assignment on timed and immediate transitions
are also used to advantage. This paper shows
that stochastic Petri nets can be used for mod-

eling the availability of realistic systems.
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