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Abstract 

As digital microfluidic biochips become widespread in 
safety-critical biochemical applications, system 
dependability emerges as a critical performance parameter. 
The dynamic reconfigurability inherent in digital 
microfluidic biochips can be utilized to bypass faulty cells, 
thereby supporting defect/fault tolerance. In this paper, we 
propose three different reconfiguration techniques and the 
corresponding defect/fault tolerance methodologies for 
digital microfluidic biochips. The proposed schemes ensure 
that the bioassays mapped to a droplet-based microfluidic 
array can still be executed on a defective biochip. Real-life 
biochemical assays, namely multiplexed diagnostics on 
human physiological fluids, are used to evaluate the 
proposed reconfiguration techniques.  

1. Introduction 
 Research in microfluidic biochips has gained 

considerable momentum in recent years [1, 2, 3, 4]. These 
microfluidics-based devices, also known as bioMEMS or 
lab-on-a-chip (LoC), enable the use of small amounts (e.g., 
nanoliters) of fluids to perform nano- and micro-scale 
bioassays. In contrast to macroscopic laboratory analyzers, 
they not only offer size reduction, but also reduce power 
consumption.  Moreover, by scaling down the concentration 
of samples, simpler biosensing techniques with higher 
sensitivity can be utilized to replace costly practices 
involving batch analysis, sample pre-treatment, and 
frequent calibration [3, 5]. Thus, these composite 
microsystems promise to revolutionize enzymatic analysis, 
DNA analysis, immuno-assays and other laboratory 
procedures involving biomolecular analysis. 

Most microfluidic biochips of today are based on the 
principle of continuous fluid flow [1, 2]. In these systems, 
microchannels, micropumps and microvalves are etched in 
silicon, glass or plastic substrates by surface or bulk 
micromachining techniques [6]. A new generation of 
microfluidic biochips, based on the manipulation of liquids 

as discrete droplets, has recently been proposed [3, 5, 7]. 
Following the analogy of digital electronics, this novel 
technology is referred to as “digital microfluidics”. In 
contrast to continuous-flow biochips, digital microfluidic 
biochips offer scalable system architecture due to a two-
dimensional microfluidic array that consists of basic cells 
with the same structure. Moreover, because each droplet 
can be controlled independently, these “digital” systems 
also have dynamic reconfigurability, whereby groups of 
cells in a microfluidic array can be reconfigured to change 
their functionality during the concurrent execution of a set 
of bioassays. The benefits of scalability and 
reconfigurability make digital microfluidic biochips a 
promising platform in the realm of massively parallel DNA 
analysis and real-time molecular recognition. For example, 
clinical diagnostics, especially immediate point-of-care 
diagnosis of diseases, is one of the promising applications 
for these devices [3, 8].    

The level of system integration and the complexity of 
digital microfluidic biochips are expected to increase in the 
near future due to the growing need for multiple and 
concurrent bioassays on a chip. However, shrinking 
processes, new materials, and the underlying multiple 
energy domains will make these biochips more susceptible 
to manufacturing defects [9]. Moreover, some 
manufacturing defects are expected to be latent, and they 
may manifest themselves during field operation of the 
biochips. In addition, harsh operational environments may 
introduce physical defects such as particle contamination 
during field operation. Since many microfluidics-based 
biochips are intended for safety-critical biochemical 
applications, system dependability is an essential 
performance parameter. Therefore, defect/fault tolerance is 
an important design consideration for digital microfluidic 
biochips that are targeted towards biomolecular recognition 
and clinical diagnostics applications. 
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Defect/fault tolerance for digital microfluidic biochips 
can be achieved by using reconfiguration techniques to 
bypass faulty cells and increase yield/reliability. The goal 
of reconfiguration is to ensure that the bioassays mapped to 
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the microfluidic array during design can still be executed on 
the defective biochip. In this paper, we investigate 
reconfiguration techniques for digital microfluidic biochips. 
Section 2 presents an overview of digital microfluidic 
biochips. In Section 3, we discuss related prior work. Next, 
three different reconfiguration techniques, namely local 
reconfiguration, partial reconfiguration, and full 
reconfiguration, and the corresponding defect/fault 
tolerance issues are analyzed respectively in Section 4. We 
also use a set of real-life bioassays, i.e., multiplexed 
diagnostics on human physiological fluids, to evaluate the 
proposed reconfiguration techniques in Section 5. Finally, 
conclusions are drawn in Section 6. 

2. Digital Microfluidic Biochips 

The microfluidic biochip discussed in this paper is based 
on the principle of electrowetting-on-dielectric (EWOD), 
which is one of several methods proposed in the literature 
for manipulating liquid droplets of micro- and nano-liter 
volumes [7, 10]. Electrowetting refers to the modulation of 
the interfacial tension between a conductive fluid and a 
solid electrode by applying an electric field between them. 
By varying the electrical potential along a linear array of 
electrodes, electrowetting can be used to move nanoliter-
volume droplets along this line of electrodes. Droplets can 
also be transported, in user-defined patterns and under 
clocked-voltage control, over a two-dimensional array of 
electrodes. The basic cell of a digital microfluidic biochip 
consists of two glass plates, as shown in Figure 1; the 
bottom plate contains a patterned array of individually 
controllable electrodes, and the top plate is coated with a 
continuous ground electrode. All electrodes are formed by 
indium tin oxide (ITO). A dielectric insulator, e.g., parylene 
C, coated with a hydrophobic film of Teflon AF, is added to 
the plates to decrease the wettability of the surface. The 
droplets travel inside the filler medium, e.g., the silicone 
oil, and they are sandwiched between the plates. In order to 
move a droplet, a control voltage is applied to an electrode 
adjacent to this droplet and at the same time the electrode 
just under the droplet is deactivated. Electrowetting effect 
causes a charge accumulation in the droplet/insulator 
interface, resulting in a surface tension gradient across the 
adjacent electrodes, which consequently leads to the 
transportation of the droplet. The velocity of the droplet can 
be controlled by adjusting the control voltage (0~90V), and 
droplets can be moved at speeds of up to 20 cm/s [3, 10]. 
Furthermore, based on this principle, droplets can be 
transported freely to any location on a two-dimensional 
array shown in Figure 1(b) without the need for 
micropumps and microvalves that are required in 
continous-flow systems. 

 
Figure 1: (a) Basic cell used in a digital microfluidic biochips; (b) 

A fabricated 2-D microfluidic array. 

Using a two-dimensional microfluidic array, many basic 
bioassay operations can be performed, such as sample 
introduction (dispense), sample movement (transport), 
temporarily sample preservation (store), and the mixing of 
different samples (mix). For instance, the mix operation is 
used to route two droplets to the same location and then 
turn them around some pivot points. Note that these assay 
operations can be performed anywhere on the array, 
whereas in continuous-flow biochips they must operate in a 
specific micromixer or microchamber permanently fixed on 
a substrate. The configurations of the microfluidic array, 
i.e., the routes that droplets transport and the rendezvous 
points of droplets, are programmed into a microcontroller 
that controls the voltages of electrodes in the array; 
furthermore, this information can be easily updated to 
dynamically alter the locations of assay operations on the 
array. In this sense, these microfluidic modules such as 
mixers and storage units used during the operations can be 
viewed as reconfigurable virtual devices. They can be 
easily relocated to another part of the microfluidic array by 
changing the control voltages applied to the corresponding 
electrodes. This property is referred to as the 
reconfigurability of a digital microfluidic biochip, which 
facilitates defect/fault tolerance. 

3. Related Prior Work 
The dynamic reconfigurability provided by digital 

microfluidic biochips is in many ways similar to the 
reconfiguration offered by FPGAs. Because of their short 
turnaround time and programmability in the field, FPGAs 
have been widely used for not only rapid prototyping and 
hardware emulation of VLSI chips, but now are 
increasingly used in mainstream application [11]. In 
particular, dynamically reconfigurable FPGAs (DRFPGAs), 
offering the ability to partially reconfigure the chip as it is 
running, have gained much attention recently [12]. 
However, there exist some key differences between these 
reconfigurable systems and digital microfluidic biochips. 
The programmability of FPGAs is limited by the well-
defined roles of interconnect and logic blocks. For example, 
interconnect cannot be used for storing information, and 
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logic blocks cannot be used for routing. In contrast, digital 
microfluidic biochips offer significantly more 
programmability. The cells in the microfluidic array can be 
used for storage, functional operations, as well as for 
transporting fluid droplet. Moreover, the absence of 
programmable interconnects, such as switches and buses 
between microfluidic cells, adds to the complexity of 
reconfiguration for microfluidic biochips. 

A digital microfluidic biochip is a dynamically 
reconfigurable system consisting of virtual microfluidic 
modules. Due to the underlying mixed technology and 
multiple energy domains, the microfluidic biochip exhibits 
unique failure mechanisms and defects [9, 13, 14]. If some 
cell in a microfluidic module becomes faulty, this module 
can easily be relocated to another fault-free part of the 
microfluidic array by changing the control voltages of some 
electrodes. Three different reconfiguration techniques can 
be applied to digital microfluidic biochips. To facilitate defect/fault tolerance of digital microfluidic 

biochips based on reconfiguration, effective testing 
techniques are required to detect faulty cells in a digital 
microfluidic array. A cost-effective test methodology for 
digital microfluidic systems was first described in [9]. 
Likely physical defects in such systems were analyzed and 
faults were classified as being either catastrophic or 
parametric. Faults are detected in [9] by electrically 
controlling and tracking the motion of test droplets. Based 
on the proposed unified detection mechanism, the test 
stimuli droplets containing the normal conducting fluid 
(e.g., KCL solution) are dispensed into the microfluidic 
system-under-test from the droplet source. These droplets 
are guided through the cells following the test plan towards 
the droplet sink, which is connected to an integrated 
capacitive detection circuit. We can easily determine the 
fault-free or faulty status of the droplet-based microfluidic 
system by simply observing the arrival of test stimuli 
droplets at some selected ports of the system. An optimal 
test planning method for the detection of catastrophic faults 
in digital microfluidic arrays was investigated in [13]. An 
efficient concurrent testing method that interleaves test 
application with a set of bioassays was proposed in [14]. 

4.1.   Local reconfiguration 

The key idea underlying this technique is to incorporate 
defect/fault tolerance at the module level. We include space 
redundancy, i.e., spare cells, in each microfluidic module 
(e.g., mixer); these spare cells facilitate reconfiguration of 
the module. If some primary cell in the module is rendered 
defective, reconfiguration can be carried out by utilizing the 
spare cells to bypass the faulty one. For example, after 
adding two spare rows, the module of a 2x3-array mixer 
can be reconfigured to avoid any single fault, shown in 
Figure 2. Since this reconfiguration is only confined within 
the module and does not change the relative placement of 
modules, it is referred to as local reconfiguration. The 
advantage of this technique lies in the ease of 
reconfiguration. We only need to consider the module 
containing the faulty cell, and the faulty module is easily 
reconfigured following some simple rules. The negligible 
reconfiguration cost makes this technique applicable to on-
line reconfiguration during the operation of microfluidic 
biochips. However, since this reconfiguration technique 
requires space redundancy for each module, the area of the 
microfluidic array is increased, which may not be 
acceptable in some applications that need small biochip 
area, e.g., in disposable carry-home glucose detectors. 

4.  Reconfiguration Techniques 
Reconfiguration of digital microfluidic biochips can be 

used to achieve a longer lifetime (through on-line 
reconfiguration to avoid operational faults) and higher 
production yield (through production-time reconfiguration 
to bypass manufacturing faults). As microfluidic biochips 
are becoming widespread in safety-critical biochemical 
applications, system reliability emerges as an essential 
performance parameter. This emphasizes the need for on-
line reconfiguration techniques to tolerate faults during 
field operation. Reconfiguration is also useful for yield 
enhancement because it can be used to tolerate 
manufacturing faults. In this scenario, we assume that a 
digital microfluidic biochip has been fabricated for a set of 
bioassays, but some defective cells are identified prior to its 
deployment. The configuration of the microfluidic array 
needs to be changed in such a way that the functionality of 
the bioassays is not compromised.  

 
Figure 2: Example of local reconfiguration. 

4.2.   Partial reconfiguration 

As in local reconfiguration, partial reconfiguration only 
targets the module containing the faulty cell and leaves 
other aspects of the microfluidic configuration unchanged. 
In contrast to the above method, however, reconfiguration 
of the faulty module is not confined only to the local area of 
the module; it can be carried out anywhere on the 
microfluidic array while avoiding overlap with other active 
modules; an example is shown in Figure 3. Moreover, 
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Table 1: Characteristics of reconfiguration techniques*. instead of incorporating spare cells in each single module, 

defect/fault tolerance is taken into account at the system 
level. In this technique, all cells on the microfluidic array 
are treated in a uniform manner, and no cell is designated as 
a spare. Fault-free unused cells in the array are utilized to 
accommodate the faulty module. The system-level 
placement of the microfluidic modules influences the 
defect/fault tolerance capability of the biochip. Thus, to 
facilitate partial reconfiguration, we can make defect/fault 
tolerance capability a criterion in physical design of digital 
microfluidic biochips. In this way, the biochip area is 
reduced compared to the space redundancy-based method. 
A fast heuristic algorithm based on the notion of maximal-
empty rectangles [15] can be used to find a new location for 
this module to implement partial reconfiguration. Therefore, 
partial reconfiguration is also suitable for dynamic on-line 
reconfiguration during field operation of the microfluidic 
biochips. 

  LR  PR FR 
Reconfiguration location  Local Global Global 
Modules involved  Partial Partial Full 
Defect- tolerance level Module System System 
Algorithm Simple 

rules 
Fast 
heuristic 

Synthesis 
tool 

Reconfiguration Time Short Short Long 
Application On-line On-line Off-line 
Goal Longer 

lifetime 
Longer 
lifetime 

Higher 
yield 

* LR: local reconfiguration; PR: partial reconfiguration; FR: full 
reconfiguration 
5. Example Evaluation 

In this section, we use a set of real-life bioassays to 
evaluate the proposed reconfiguration techniques. The in-
vitro measurement of glucose and other metabolites, such 
as lactate, glutamate and pyruvate, in human physiological 
fluids is of great importance in clinical diagnostics of 
metabolic disorders. Recently, colorimetric enzymatic 
assays including glucose, lactate, glutamate and pyruvate 
assays, on a digital microfluidic biochip have been 
demonstrated in lab experiments [3, 5]; the images of a 
droplet-based glucose assay procedure are shown in Figure 
4 [3]. Furthermore, these assays can be integrated to form a 
multiplexed diagnostics on different human physiological 
fluids (e.g., plasma serum, urine and salvia) performed 
concurrently on a biochip. In these experiments, the pitch of 
each cell in the microfluidic array is 1.5 mm and the height 
between two glass plates is 0.475 mm [3, 5]. The detailed 
fabrication process is described in [16]. Experiments have 
shown that the diagnostics results from the digital 
microfluidic biochips match well with the reference values 
obtained from the conventional measurement [3, 5]. 

 
Figure 3: Example of partial reconfiguration. 

4.3   Full reconfiguration 

In this technique, a faulty cell is treated as an additional 
constraint during biochip physical design (e.g., module 
placement), and a synthesis tool is used to obtain a new 
configuration of microfluidic array to bypass the faulty cell. 
Unlike the above methods, full reconfiguration not only 
involves the faulty module, but it also requires the 
reconfiguration of fault-free modules. The use of a 
synthesis tool enables the optimization of some design 
metric (e.g., minimization of the array area) in the presence 
of a faulty cell. However, to find a feasible new 
configuration, a synthesis algorithm usually requires 
relatively long computation time (in the order of minutes, in 
contrast to less than a second for partial reconfiguration). 
Thus, full reconfiguration is not suitable for run-time 
reconfiguration. Instead, it can be used as an off-line 
reconfiguration technique that is applied after biochip 
manufacture. Using full reconfiguration, a set of bioassays 
can be remapped to a biochip with one or more defective 
cells; thus we do not need to discard the defective biochip. 
Therefore, this technique helps to increase yield. 

 
Figure 4: Photos in different steps of glucose assay. 

We now analyze the defect/fault-tolerant design and the 
reconfiguration technique for such a digital microfluidic 
biochip used for multiplexed diagnostics, whereby plasma 
and serum are sampled and assayed for glucose, lactate and 
pyruvate measurements concurrently. An optimal schedule 
of assay operations has been obtained through a scheduling 
algorithm; see Figure 5 [17]. Note that there are a total of 6 

The important characteristics of these three 
reconfiguration techniques are summarized at Table 1. 
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microfluidic modules, i.e., mixers, on the microfluidic 
array. Three mixers used for the mixing of plasma droplets 
and different reagent droplets are 4-electrode linear array 
modules, while the other three mixers used for serum 
samples are 2×4-array modules.  

 

 
Figure 5: Schedule of a multiplexed diagnostics. 

First, to facilitate local reconfiguration, we incorporate 
spare cells in the microfluidic modules; see Figure 6(a). 
Note that the module used here also has a segregation 
region wrapped around the functional region, which not 
only isolates the functional region from its neighbors but 
also provides a communication path for droplet movement. 
A simulated annealing-based algorithm is then used to place 
these modules with the space redundancy on the 
microfluidic array to minimize the area [18]. The placement 
obtained from the simulated annealing procedure requires a 
microfluidic array of 270 mm2 (i.e., 120 cells); the array 
configuration is shown in Figure 6(b). It is clear that local 
reconfiguration can be easily applied to tolerate any single 
faulty cell on this microfluidic array, one example of 
successful reconfiguration shown in Figure 6(c). 

Figure 6: (a) Modules used in local reconfiguration; (b) 
Configuration of microfluidic array; (c) Example of local 

reconfiguration. 

 

Next we analyze the partial reconfiguration technique for 
this biochip. Instead of including spare cells in the module 
level, we incorporate fault tolerance in the placement 
procedure. This multi-objective optimization procedure 
leads to the configuration of microfluidic array with the 
small area as well as high fault tolerance due to the efficient 
utilization of fault-free unused cells. The array 
configuration generated is shown in Figure 7(a); its area is 
216 mm2 (i.e., 96 cells), which is 20% less compared to the 
previous design. To evaluate partial reconfiguration, we 
assume that an arbitrary cell is faulty in this 6×16 array. If 
this cell is contained in a microfluidic module, a fast 
heuristic algorithm is used to find maximal-empty 
rectangles in the microfluidic array, and then check if these 
rectangles can accommodate the faulty module. A maximal 
empty rectangle is defined as an empty rectangle (a set of 
fault-free unused cells) that cannot be completely covered 
by any other empty rectangles [15]. If a maximal-empty 
rectangle can accommodate the faulty module,  this  module  

Figure 7: (a) Configuration of microfluidic array; (c) Example of 
partial reconfiguration. 

can be relocated to the empty rectangle to avoid the faulty 
cell. If no such maximal-empty rectangle exists, partial 
reconfiguration is deemed to have failed. We find that 
64.58% of single failing cells can be successful tolerated by 
partial reconfiguration, which is less compared to the result 
of 100% in local reconfiguration. One example of partial 
example is shown in Figure 7(b); the heuristic algorithm to 
find the new location in this example requires 0.3910 
seconds of CPU time with a 1.0 GHz Pentium-III PC with 
256 MB of RAM. 

Finally we consider the full reconfiguration technique. 
Assume that a 10×15 microfluidic array has been 
fabricated. Some cell in this array is rendered defective due 
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to manufacturing defects such as dielectric breakdown, 
shorts between adjacent electrodes, or electrode 
degradation. A synthesis tool is used to remap the 
scheduled diagnostics assay operations to this defective 
array, while keeping the array area used for bioassay small 
in order to free up more cells for sample collection and 
preparation. For example, if three cells are defective, the 
reconfiguration result obtained, i.e., the configuration of the 
microfluidic array in the presence of faulty cells, is shown 
in Figure 8. The array area used in bioassays is 189 mm2 
(i.e., 96 cells). The synthesis tool takes 215 seconds of CPU 
time, thus full reconfiguration is applicable to off-line 
defect tolerance.  

 
Figure 8: (a) Fabricated 10×15 microfluidic array; (b) Full 

reconfiguration result. 

6. Conclusions 
We have presented three different reconfiguration 

techniques, namely local reconfiguration, partial 
reconfiguration, and full reconfiguration. We have also 
described the corresponding defect/fault tolerance schemes. 
While local reconfiguration and partial reconfiguration are 
suitable for dynamic on-line reconfiguration during field 
operation of digital microfluidic biochips to ensure high 
reliability, full reconfiguration can be used as an off-line 
reconfiguration technique that is applied after biochip 
manufacture to enhance yield. We have applied the 
proposed reconfiguration techniques to a real-life bioassay 
application, namely multiplexed in-vitro diagnostics on 
human physiological fluids. The proposed approach is 
directed to ensuring high reliability and high availability of 
bio-MEMS and lab-on-a-chip systems, as they are 
increasingly deployed for safety-critical applications. 
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