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Abstract—Diagnosis of functional failures is critical for locat-
ing manufacturing defects, increasing yield, and reducing field
returns. It is important to narrow down the defective module
in a failed component during board-level diagnosis. In this
paper, a generic fault-diagnosis method based on an error-flow
dictionary is presented to identify the root cause of functional
failures on a chip or board. Error propagation mimics actual
dataflow in a circuit, thus it reflects the native (functional) mode
of circuit operation. In contrast to conventional fault syndromes,
error flow includes the failure information in terms of circuit
functionality, which significantly facilitates the diagnosis of
functional failures. In the proposed diagnosis procedure, error
flow is first learned from a good circuit by intentionally inserting
faults, and then the root cause of a failing circuit is determined
by comparing the similarity between the pre-learned error
flow and the error flow observed from the failing circuit. The
similarity of two error flows is evaluated based on the length
of the longest common subsequence in string matching. Results
for an open-source RISC SoC and an industrial communication
circuit highlight the effectiveness of the proposed method.

I. INTRODUCTION

With the development of semiconductor technology and
design automation tools, the performance of electronic prod-
ucts has increased by orders of magnitude in the past few
decades. As integrated circuits and boards become more
complex, defects-per-million rates have emerged as a serious
concern, and defects are manifesting themselves in subtle
ways. Defect screening and isolation are becoming increas-
ingly difficult. Traditional test methods are not sufficient to
guarantee product quality, and they are not able to rapidly
locate the root cause of failures in large circuits.

Functional test is needed for product quality assurance.
One of its main objectives is to verify the functional correct-
ness of a design. Functional tests are therefore often derived
from existing design verification programs. Functional test
today is necessary to target defects that cannot be easily
detected by structural test. However, the diagnosis of func-
tional failures is challenging and time-consuming. The major
challenges involved in the diagnosis of functional failures are
listed below:

• The execution time of a functional test is overly long. A
functional test typically includes hundreds of thousands
to millions of cycles. A large volume of simulation data
must be analyzed for isolating the root cause of failures.

• Reproduction of functional failures is challenging. Inter-
mittent/transient failures are difficult to reproduce as the
effect of defects becomes subtle in high-speed circuits.
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• Controllability and observability for functional test are
limited compared to scan-based structural test.

• Engineering expertise required in functional diagnosis
takes a long time to develop, and this is especially a
problem in the initial product-ramp phase.

Diagnosis strategies vary across assembly stages. At the
chip level, scan-based tests have been successfully used for
detection and diagnosis of manufacturing defects [1], [2].
Scan testing provides a simple way to control and observe
internal state elements. A snap-shot of observable scan cells
can be captured at a given cycle of a functional test. This
information along with path tracing from failing observations
is used to locate failing functional blocks in [3].

Board-level diagnosis is often deemed to be challenging
compared to chip-level diagnosis [4]. In board-level diagno-
sis, the goal is not simply to locate the faulty component(s).
It is essential to provide detailed feedback to component
suppliers, which includes the failed tests, failed modules
in the component, failing cycles, etc. This is necessary
because chips/components are tested in a standalone mode
on the manufacturer’s side, and thus the components that
pass ATE test might still fail in system test environment. It is
difficult for the component supplier to address manufacturing
problems without detailed failure information. It is often the
case that components that fail in board-level test are sent to
component suppliers, but they are returned as “no trouble
found” (NTF) [5]. Therefore, the yield of electronic systems
is limited by the defective components. This directly affects
the manufacturing cost and lifecycle of a product. In addition,
accessing internal signals and high-speed I/Os is another
challenge at the board level. Many devices are only accessible
via control and status registers (CSRs).

Boundary-scan test and in-circuit test are commonly used
structural tests at the board level [6], [7], but these two
techniques are not sufficient to guarantee the quality of
modern high-speed complex systems. Functional tests are
typically applied to electronic systems after structural tests
complete. Functional tests vary across products. Taking net-
work systems (ethernet switches) as an example, functional
tests (or diagnostic programs) performed on them consist of
accessibility tests between the route processor and interface
modules, online insertion and removal diagnostic tests, and
snake tests through the switch router to ensure connectivity
between ports [8]. These functional tests today effectively
detect the defects that are not easy captured by structural tests
and are indispensable in system test and diagnosis. Due to the
difficulties in the diagnosis of functional failures mentioned
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before, various intelligent techniques are presented in the
literature, namely, rule-based, model-based, case-based, and
inference-based approaches [9], [10], [11], but the industrial
acceptance of these techniques, particularly in cost-sensitive
areas, has not been high [12].

In this paper, we analyze the error propagation in a
failing circuit (chip or board) and its role in fault diagnosis.
Error propagation reflects the dataflow in a circuit, which
represents the intrinsic characteristics of a circuit in terms of
its functionality. For example, in a typical five-stage pipeline
processor microarchitecture, errors caused by the program
counter generator propagate in a different manner, compared
to the errors caused by a defective ALU. Therefore, in our
diagnosis approach, we not only record the location where
an error is observed, but also record when the error is
first observed at the observation point. We order observation
points by the clock cycle when the error is first observed, and
then derive the appropriate error flow information. Diagnosis
is performed by comparing the error flow observed on a
malfunctioning board to the pre-learned error flows. The goal
here is to locate the faulty component on a malfunctioning
board, and hierarchically use this error flow based diagnosis
method to narrow down the defective areas in the compo-
nent. This is extremely important for component suppliers
to address manufacturing problems and provide qualified
components to system companies. The effectiveness of this
diagnosis method based on error flow is demonstrated by
an open-source RISC SoC and an industrial communication
circuit.

In [13], the concept of error propagation path was used to
isolate failing functional blocks in modern microprocessors.
However, the advantage of error propagation was not fully
exploited. The key idea in [13] is to record the faults that can
be detected at each observation point through fault simulation
on a good processor. In order to diagnose a failing processor,
once an error is observed at an observation point, all the faults
that can be detected at this observation point are considered
to be fault candidates. This approach still considers errors
at each observation point separately, rather than matching
a faulty block with a specific error propagation path. In
[3], a backtracing method for identifying the root cause of
functional failures in the UltraSPARC family of processors
was described. In this method, the faulty block can be located
through four steps, namely logic cone extraction, cone input
constraint generation, path sensitization, and extraction of
the components to analyze for next cycle. The diagnosis
results depend on an in-depth knowledge of the architecture
and analysis of circuit topology. In contrast, the proposed
error flow based method provides a generic and effective
solution to the problem of diagnosis of functional failures
at chip/board level.

The reminder of this paper is organized as follows. Section
II describes the conventional dictionary-based diagnosis, and
then introduces the definition of error flow and the con-
cept of error-flow dictionary. The advantages of an error-
flow dictionary over a conventional fault dictionary are also

explained. Section III describes the fault diagnosis framework
using an error-flow dictionary; it is divided into two steps,
error-flow dictionary construction and root-cause diagnosis.
Section IV discusses the difficulties in the extraction of error
flow in real chips/boards and provides two approaches in use
today that can be adopted for error flow extraction. Section
V presents diagnosis results for a RISC SoC OR1200 and an
industrial communication circuit. Comparisons are presented
with a Bayesian inference-based method using a traditional
dictionary. Section VI concludes the paper.

II. DICTIONARY-BASED DIAGNOSIS AND ERROR FLOW
DICTIONARY

Fault diagnosis isolates the root cause of a malfunctioning
system by collecting and analyzing the information from
system observations and tests. Fault diagnosis processes
can be classified according to their dependence on a pre-
computed dictionoary. One method is based on the fault
dictionary, which is the focus of this paper; the other method
dynamically diagnoses the faulty behavior while the test set
is applied. In this section, we first explain the method using
a traditional fault dictionary, and then describe the usage and
advantage of the proposed error-flow dictionary.

A. Dictionary-based diagnosis

A fault dictionary is a useful tool for fault diagnosis
[14], [15]. In its simplest form, a dictionary includes fault
entries and their corresponding syndromes. It is often cre-
ated through fault simulation before diagnosis. During fault
simulation, the erroneous behavior of the circuit under test
is recorded, which is referred as a fault syndrome. In a
traditional fault dictionary, a fault syndrome can be the
pass/fail results of a given set of tests referred as a coarse-
grained fault syndrome, or the match/mismatch results of
all the outputs and internal observable points referred as a
fine-grained fault syndrome. To locate the root cause of a
failure, the actual behavior observed from the failing circuit
is compared with each fault syndrome saved in the fault
dictionary. If this look-up process succeeds in finding a
match, the dictionary entry indicates the corresponding fault
that leads to the failure on the circuit. A dictionary based
on coarse-grained fault syndromes has smaller size, but it
includes less failure information, comparing to the dictionary
based on find-grained fault syndromes.

TABLE I
AN EXAMPLE OF DICTIONARY-BASED DIAGNOSIS.

An example of diagnosis using a fine-grained fault dictio-
nary is shown in Table I. Assume that in a malfunctioning
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microprocessor, six modules (GenPC, IF, Ctrl, OMUX, ALU,
Multi,) inside CPU are fault candidates. The status of the
microprocessor can be observed from four observation points.
The two observation points used are data buses (outputs of
the ALU and IF). The other two are general purpose registers.
The six fault candidates are denoted by F1, F2, F3, F4, F5 and
F6. Four observation points are denoted by Ob1, Ob2, Ob3
and Ob4 in the fault dictionary; see part(a). A fault syndrome
here is a binary vector, whose length is equal to the number
of observation points on the circuit. An entry “1” means that
the logic value at the observation point matches the golden
value, and entry “0” implies that a mismatch occurs at the
observation point. For example, the fault syndrome for F1 is
“1101””, which means that errors are observed at Ob1, Ob2
and Ob4, when the first module is faulty. In Table I part(b),
fault syndromes of three actual failing cases (C1, C2, C3) are
listed. For the failing case C1, we can see that it has the
same syndrome with F1, therefore fault F1 is inferred to be
the root cause of failing case C1. For the failing case C2, it
has the same fault syndrome with F3 and F4, and we find
that the fault syndromes of F3 and F4 are the same. In this
case, these two faults are undistinguishable, and often they
are placed in a group, referred as an ambiguity group. For the
failing case C3, its fault syndrome is different from any of the
syndromes in the dictionary. Therefore, we cannot diagnose
the failing case C3 based on the existing dictionary.

Although a traditional fault dictionary can be used in
locating the root cause of failures in small circuits, they
are not applicable to the diagnosis of functional failures in
large systems due to the following reasons. First, in large
systems, the number of potential faults is extremely large.
It is impossible to create a fault dictionary using all the
possible faults and enumerating them. Second, a functional
test typically includes hundreds of thousands to millions of
cycles. It is impractical to run all the available functional tests
to generate a traditional coarse-grained dictionary, and only
the pass/fail information of a test is insufficient to accurately
locate the root cause. Third, fault syndromes are often
significantly overlapped, even in a fine-grained dictionary, so
that it is difficult to achieve high fault-localization accuracy
with a traditional fault dictionary. Therefore, an alternative
error-flow dictionary is presented in this paper to tackle these
challenges. This dictionary reflects the native (functional)
mode of a circuit and offers significant potential for accurate
diagnosis.

B. Error-flow dictionary

An error-flow dictionary consists of error flows and faults
that cause the corresponding error flows. An error flow is a
sequence of integers, which records the order in which errors
are observed at all the observation points. The exact time
instant of error occurrence is not included in the error flow.
An element in the sequence is the identifier of the observation
point. Therefore, the error flow sequence consists of a series
of distinct integers. The length of the sequence is not fixed,
since a fault may not manifest itself at all the observation

TABLE II
AN EXAMPLE OF AN ERROR-FLOW DICTIONARY.

Fault Candidate Error Flows
Ctrl 1→ 3→ 2→ 4

ALU 3→ 4 → 1
3→ 2 → 4 → 1

Gen PC 3→ 5 → 1
3→ 5 → 2

points. The maximum length of the error flow sequence is
equal to the number of observation points.

An illustration of an error flow is shown in Fig. 1. Assume
that six modules and six observation points in a CPU are
taken into account. Fig. 1 shows the propagation of two
errors. One is caused by faulty module 2 (Instruction Fetch),
which starts from observation point 1, and then goes to
observation point 2 and observation point 4. The other is
caused by fault module 5 (ALU). The error flows are shown
at the bottom of the figure.

Fig. 1. Illustration of error flows in a CPU block diagram.

It can be readily seen that error flow records the error prop-
agation caused by a fault. It can be computed by recording
the error occurrence location and the first clock cycle when
the error is observed, referred as the first failing cycle. For
a given fault, we can obtain the error observation locations
and the first failing cycles for each location by comparing
the logic values at observation points with golden values.
The error flow is derived by ordering the observation points
in terms of the first failing cycle. The fault here can be a
faulty ASIC on a board, a faulty module in an ASIC, or a
faulty sub-module in a high-level module. Therefore, this is
a generic method that is applicable at both chip and board
levels. The diagnostic granularity depends on the faults used
in the error-flow dictionary.

An example of an error-flow dictionary is shown in Table
II. Three fault candidates are shown in the first column,
and the corresponding error flows are shown in the second
column. Fault candidates, Ctrl, ALU, and Gen PC, are func-
tional units in a CPU. From the table, we can see that one
faulty functional unit may have more than one error flow
(e.g., ALU and Gen PC). The reason is that many possible
faults within a functional unit can lead to an observable error.
Faults occurring at different locations or clock cycles may
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cause different error flows.
Note that error flow not only records where errors are

observed, but it also records the order of error occurrence
on the observation points. The order of error occurrence
reflects the dataflow in a circuit, which is related to the
functionality of the circuit. Therefore, diagnostic accuracy is
expected to be higher with this function-related information.
The advantages of using an error-flow dictionary compared
to a traditional fine-grained fault dictionary can be seen in
Table III. In the traditional dictionary, the errors caused by
fault F1 are observed at observation points Ob1 and Ob2,
which is the same as for fault F2. Based on the traditional
fault dictionary, faults F1 and F2 are undistinguishable, since
they have the same fault syndrome. However, if we know that
the errors can be observed in different orders at these two
observation points, we can distinguish fault F1 from F2 using
an error-flow dictionary shown in Table III(b). Comparison of
diagnosis results using two dictionaries for real life circuits
is presented in Section V.

TABLE III
COMPARISON OF A TRADITIONAL DICTIONARY WITH AN ERROR-FLOW

DICTIONARY.

III. PROPOSED FAULT DIAGNOSIS APPROACH

In order to diagnose the root cause of functional failures,
we first compute an error-flow dictionary using fault simu-
lation. Next the dictionary entries are compared to the error
flow observed on the failing circuit. The most similar error
flow is selected from the dictionary, and its corresponding
fault is considered to be the root cause of the failure. The
similarity of two error flows is evaluated based on the
longest common subsequence, a widely used metric in string-
matching algorithm. The diagnosis process is divided into
two steps: error-flow dictionary construction and root-cause
diagnosis.

A. Error-flow dictionary construction

The error-flow dictionary is computed in a hardware
description language (HDL) simulation environment. The
computation can be started when the RTL model of a design
is available such that the dictionary will be ready before
tapeout and manufacturing. Therefore, the diagnosis process
can be immediately started when a failure occurs on a
chip/board.

Based on the integration level under diagnosis, the fault
candidates in the dictionary can be ASICs on a board,
functional units in an ASIC, or sub-modules in a functional
unit. Observation points typically are critical registers (e.g.,
CSRs). Let us assume for the sake for discussion that the

diagnosis goal is to locate the faulty functional unit in a
failing ASIC. In order to construct the error-flow dictionary,
we first run logic simulation on a good ASIC and save golden
logic values for all the observable registers. Second, we run
fault simulation by inserting faults at the ports of a functional
unit. The ports for fault insertion are randomly selected from
bits of buses and control/status signals. Third, we compare
logic values at these observation points in fault simulation
with golden values in logic simulation, and save the first
failing cycle for each observation point. Finally, we order
the observation points by the first failing cycle, and then
derive an error flow for this faulty functional unit. An error
dictionary is constructed by repeating this process for all the
functional units on the ASIC. The construction procedure is
shown in Fig. 2. At the board level, diagnosis granularity
is the components/ASICs on the board. Similarly, we insert
faults at the ASIC pin level, observe critical registers within
ASICs and observable memory components on the board,
record the first failing cycle, and compute the error flow.

Fig. 2. The procedure for error-flow dictionary construction.

In this paper, flip faults are inserted at the port/pin level to
create a faulty unit. A flip fault is used to model the subtle
effects of transient fault that are not easy detected by tradi-
tional DFT features [16]. At the chip-level, defects modeled
by stuck-at faults are easy to screen using ATPG patterns.
At the board level, the open/shorts at the interconnection
among components can be screened using boundary scan test.
Permanent failures caused by stuck-at faults do not pose the
main challenges in fault diagnosis [4], [17]. Therefore, we use
flip faults to generate intermittent/transient failures occurring
in modern high-speed circuits.

For a flip fault, we assume that the logic value of the faulty
wire or state element is switched to the opposite of the fault-
free value. The faulty value is not permanently associated
with the faulty net or state element. The value on the net
will be updated in the next clock cycle based on the logic. A
fault insertion environment has been designed using Verilog
Procedural Interface (VPI), which provides an application
program interface to Verilog HDL. Faults can be inserted by
invoking a VPI routine in Verilog code [18]. One flip fault
at one output is inserted at a time in fault simulation. To
make a module faulty, faults are inserted at the outputs of the
module instead of internal nodes, since the number of internal
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nodes is often extremely large. Faults at module outputs are
used to effectively represent internal defects. Details on the
selection of the most representative outputs for fault insertion
are described in [18].

The error-flow dictionary records erroneous behaviors of a
circuit in the presence of different faults. This prior knowl-
edge is learned through fault insertion experiments on a good
circuit, and it is subsequently used in the fault diagnosis
of a malfunctioning circuit. In practice, if a board under
diagnosis is very complex, it is infeasible to run board-level
simulation for collecting the information for the construction
of the dictionary. An alternative method is based on the repair
history of malfunctioning boards from the manufacturer’s
side. In the computation of a traditional fault dictionary, for
each fault entry, only the location of error occurrence needs
to be recorded. Compared with the traditional dictionary, the
first failing cycle of error occurrence for each fault entry
also needs to be stored in the construction of an error-flow
dictionary. The storage required is therefore doubled, but this
is not a limitation in a simulation environment.

B. Root-cause diagnosis
In the root-cause diagnosis step, we want to select an

error flow from the dictionary that is the most similar to the
error flow observed in the failing circuit, and then the fault
corresponding to this error flow is identified as the root cause
of the failure. The problem of comparing the similarity of two
error flows can be viewed as a sequence-matching problem.
The sequence-matching problem has been extensively studied
in the literature [19], [20], [21]. We choose a widely used
metric, namely the longest common subsequence (LCS), to
evaluate the similarity of two sequences.

There are various algorithms to quickly compute the LCS
[20], [21]. In our problem, the error flow is a series of distinct
integers, and the length of the flow is equal to the limited
number of observation points in a circuit. Therefore, the
computation of LCS for error flow sequences is relatively
easy. We can simply calculate the common subsequence
starting with every observation point, and then choose the
longest common subsequence as the LCS of the flow. For
example, suppose two error flows to be compared are 1 →
2 → 3 → 4 → 5 and 2 → 3 → 4 → 1 → 5. There are no
common subsequences starting with 1, 4 and 5. The common
subsequence starting with 2 is 2 → 3 → 4; the common
subsequence starting with 3 is 3 → 4. Therefore, the LCS
of these two error flow is 2 → 3 → 4, and the length of
the LCS is 3. The computation effort is proportional to the
square of the number of observation points. Two error flows
being compared do not need to have the same length.

If more than one flow in the dictionary has the same degree
of similarity with the given error flow, i.e., they have the same
length of LCS with the given flow, we compare the start
position of the LCS. The one that has an earlier LCS start
position is considered to be more similar to the given flow. If
two candidate flows have the same length of the LCS and the
same start position, we conclude that the corresponding faults
of these flows are equally likely to be the root cause. These

faults are undistinguishable using our method and placed in
an ambiguity group. The diagnosis accuracy is evaluated by
the ambiguity group size and the correct diagnosis outcome.

In an error flow, the first few observation points are more
important than the later observation points. Error observed
at the later observation points may be caused by the earlier
errors, rather than the root cause of the failure. Therefore, the
later observation points are usually not very useful and tend
to increase the number of suspect faults [13]. In the error flow
comparison, we first select the flows that have the same first
observation point with the error flow in the failing circuit,
and then we calculate the similarity of two flows based on
the above method. The complete diagnosis flow is shown in
the Fig. 3.

Fig. 3. Diagnosis flow using an error-flow dictionary.

IV. ERROR FLOW EXTRACTION IN REAL CHIPS/BOARDS

In a simulation environment, it is easy to save logic values
at all the observation points in a large window, even the
complete time frame of test execution can be considered.
However, in practice, it is impossible to save values at
all the observation points for a long period due to limited
memory space. Therefore, while the error-flow dictionary
can be easily constructed in a simulation environment, the
error flow from an actual failing chip/board may be difficult
to obtain. Also, it may not be complete or accurate. Two
approaches in use today can be adopted to observe error flow
in a manufactured chip/board, by recording failing cycles and
failing observation points. One is an automatic test equipment
(ATE)-based approach and the other is a system platform-
based approach [13].

The ATE-based approach is often used for collecting
failure information at the chip level. In order to obtain the
first failing cycle, a snapshot of the internal observable cells
(scan cells) is taken hundreds of cycles before the functional
failure, and then the captured logic values are compared with
golden values. If the captured values match the golden values,
the first failing cycle most likely occurred between the current
snap-shot cycle and the observed functional failure cycle;
otherwise, the first failing cycle most likely occurred before
the current snapshot cycle. Additional snap-shots of the scan
cells from the failing circuit are taken and compared with
the corresponding golden values. The search is continued in
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Fig. 4. System platform architecture for extraction of error flows [13].

a binary fashion to obtain the first failing cycle [13]. Once
the first failing cycle is determined, a few more snap-shots
are needed to obtain the order of error occurrence at each
observation point.

The system platform-based approach is applicable to both
chip and board level diagnosis. An architecture of a system
platform is illustrated in Fig. 4 [13]. In such a platform,
the good board can be used as a reference. To collect the
error flow information on the bad board, the same functional
tests can be loaded into memory cells of both boards.
A workstation can be used for controlling operations and
communicating with both boards. Logic values at observation
points obtained on the bad board are then compared with
the RTL simulation data. An error flow can be derived by
ordering the observation points in terms of the first failing
cycle.

In addition, we can also use a trace buffer, which is
typically integrated in a processor-based system to capture
a snapshot of an executing system. Although the trace buffer
is a limited resource, it provides a piece of historical record
of application-code execution, timing, and data accesses.
With this program history, it is easy to trace back through
the program to examine what happened before the point of
failure. This information is very useful for collecting failure
information and extracting error flows.

V. SIMULATION RESULTS

In this section, simulation results for an open-source RISC
SoC OR1200 and a communication controller from Cisco
Systems Inc. are presented. All experiments are performed in
the VCS simulation environment on a pool of state-of-the-art
servers running Linux. Various failing cases are created for
diagnosis, and results are verified using different functional
tests. Diagnosis results highlight the effectiveness of error-
flow dictionary-based method in terms of fault localization
accuracy and correctness of diagnosis.

A. Results for OR1200

The OR1200 is a 32-bit RISC with Harvard microarchi-
tecture, 5 stage integer pipeline, virtual memory support
(MMU) and basic DSP capabilities [22]. It consists of a CPU,
memory management units, data cache, instruction cache.
Flash memory, SRAMs, audio/video/ethernect connections,
etc. The system block diagram is shown in Fig. 5. The CPU
block is the critical part in this system. Therefore, fault
candidates in the error-flow dictionary are five functional
units inside the CPU, namely ALU, Ctrl, IF, O MUX and
Gen PC. A total of 17 observation points are selected from

six memory units (IMMU, DMMU, DC top, IC top, GPRs
and SPRs). Three functional tests, Basic, Dhry and CBasic,
derived from design verification programs are used for diag-
nosis. We create different failing cases caused by these five
units and examine the diagnosis results obtained by proposed
error flow dictionary.

Fig. 5. Block Diagram of the OpenRISC 1200 SoC.

1) Diagnosis results using one functional test
Fault simulation is performed at the RT level. Flip faults

are inserted at the outputs of the modules. Considering the
function of the outputs, fault insertion locations include
all the control and status signals and part of bits of data
and address buses. The clock cycles for fault insertion are
randomly selected. Selection of the diagnosis-efficient fault
insertion points is another interesting problem [18], [23]. In
this paper, we focus on the diagnosis flow and the usage
of an error-flow dictionary. One flip fault is inserted in
one simulation run. For each faulty functional unit, fault
simulation is performed 10 times, so that 10 error flows are
derived for each faulty functional unit. There are 50 entries in
the error-flow dictionary. A segment of error flow dictionary
is shown in Table IV. The first three entries of each faulty
unit are listed. For the IF unit, all the 10 entries are the same.
Although error flows vary across fault insertion locations and
insertion cycles, error flows of the same faulty unit often start
with the same observation point and share a long common
subsequence. The first observation point in each error flow
is denoted in bold in Table IV, which is very important for
distinguishing faults.

Artificial failing cases are created by inserting flip faults
to the internal nets of the modules. Fault insertion locations
include all the internal nets. Fault insertion cycles are ran-
domly selected in the execution of test. Most of the inserted
internal faults are masked (nearly 90%) [16]. A total of 48
artificial failing cases that produce observable errors are used
for diagnosis. In Table V, error flows of five artificial failing
cases are listed as an example. The root cause of the failure is
shown in the first column, and the corresponding error flow
is shown in the second column. Diagnosis results of the 48
cases are shown in Table VI.
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TABLE IV
ERROR-FLOW DICTIONARY FOR THE OR1200 CIRCUIT.

Faulty Unit Error Flow

Gen PC

8 → 9 → 2 → 3 → 7 → 16 → 17 → 6 → 1
→ 5 → 12 → 13 → 14 → 10 → 11 → 4;
13 → 12 → 5 → 8 → 9 → 2 → 3 → 6 → 7
→ 16 → 17 → 1;
8 → 9 → 10 → 16 → 2 → 3 → 6 → 7 → 17
→ 11 → 14 → 12 → 13 → 1 → 5;
...

IF 2 → 7 → 12 → 13 → 14 → 3 → 6;
...

Ctrl

8 → 9 → 2 → 3 → 6 → 16 → 17 → 7 → 1
→ 5 → 12 → 13 → 14 → 10 → 11 → 4;
8 → 9 → 2 → 3 → 6 → 7 → 16 → 17 → 1
→ 5 → 12 → 13 → 14 → 10 → 11 → 4;
8 → 9 → 2 → 3 → 6 → 7 → 16 → 17 → 1
→ 5 → 12 → 13 → 14 → 10 → 11;
...

O MUX

1 → 2 → 3 → 7 → 12;
6 → 1 → 2 → 11 → 13 → 7 → 3 → 12;
1 → 2 → 3 → 7;
...

ALU

1 → 2 → 3 → 7 → 12;
1 → 3 → 7 → 12 → 2;
1 → 3 → 7 → 2 → 6 → 5 → 8 → 16 → 17
→ 10 → 11 → 14 → 12 → 13 → 4;
...

In Table VI, the diagnosis results are reported in terms of
the number of failing cases under diagnosis, the number of
cases that have been correctly diagnosed, correct rate and
average ambiguity group size. For example, there are 18
failing cases with faulty Gen PC under diagnosis and 17
cases are correctly diagnosed . The correct diagnosis rate
is 94% and the average size of ambiguity group is 1.29.
Specifically, one case is misdiagnosed in the 18 cases. In this
case, Ctrl is incorrectly identified as the root cause. In all the
correctly diagnosed cases, for 12 cases, Gen PC is identified
as the exclusive faulty unit; for 4 cases, both Gen PC and
Ctrl are identified as the root cause; for 1 case, Gen PC and
ALU are identified as the root cause. Therefore, the average
size of ambiguity group for the 17 correctly diagnosed cases
is 1.29. Diagnosis results for other failing cases with different
faulty units are listed in the same manner.

Diagnosis results using another functional test Dhry are
listed in Table VII. For the 65 cases under diagnosis, 57 cases
are correctly diagnosed. The correct diagnosis rate is up to
88%, and the average size of ambiguity group is less than 2.
This means that the root cause can be accurately located using
our method. The diagnosis correctness and fault-localization
accuracy using proposed error-flow dictionary is compared to
that obtained using Bayesian inference. Bayesian inference
based fault diagnosis is a probabilistic method using a
traditional fine-grained dictionary. By comparing the fault

TABLE V
ERROR FLOWS OBSERVED FROM FIVE FAILING CASES.

Faulty Unit Error Flow

Gen PC 8 → 9 → 10 → 16 → 2 → 6 → 7 → 3 → 17
→ 1 → 11 → 14 → 12 → 13 → 5 → 4

IF 2 → 3 → 6

Ctrl 8 → 9 → 16 → 17 → 2 → 3 → 6 → 7 → 1
→ 5 → 10 → 11 → 14 → 12 → 13 → 4

O MUX 6 → 1 → 7 → 3 → 12 → 2
ALU 1 → 2 → 3 → 7 → 12 → 6

TABLE VI
DIAGNOSIS RESULTS USING FUNCTIONAL TEST BASIC.

Faulty No. of No. of Correct Average size
Unit cases under correct rate of ambiguity

diagnosis diagnosis group
Gen PC 18 17 94% 1.29

IF 5 5 100% 1
Ctrl 5 4 80% 2

O MUX 10 7 70% 1.14
ALU 10 10 100% 1

TABLE VII
DIAGNOSIS RESULTS USING FUNCTIONAL TEST DHRY.

Faulty No. of No. of Correct Average size
Unit cases under correct rate of ambiguity

diagnosis diagnosis group
Gen PC 21 20 95% 1.3

IF 2 2 100% 1
Ctrl 8 6 75% 1.83

O MUX 31 26 83% 1.15
ALU 3 3 100% 1

syndrome on a real failing circuit to fault syndromes in
a traditional fault dictionary, the most likely faulty unit is
inferred using Bayes theorem. More details on Bayesian
inference-based diagnosis are described in [24].

The comparison of diagnosis results for five failing cases
using two different methods is shown in Table VIII. Func-
tional test Basic is used for diagnosis. Both the error-flow
dictionary and the traditional dictionary are constructed based
on the 50 simulation runs. Therefore, no additional efforts
are included for the construction of error-flow dictionary
with regard to simulation. For the Gen PC case, the two
methods provide the same results. However, for the IF and
O MUX cases, the root cause is exclusively and correctly
identified by the proposed method. For the Ctrl case, it
is correctly diagnosed by the proposed method, while it is
misdiagnosed by the inference based method. Therefore, the
error-flow dictionary based diagnosis method can provide
higher diagnosis accuracy and fault-localization accuracy.

2) Results for the diagnosis of multiple faults

For multiple fault diagnosis, we create a failing system
with two faulty modules Gen PC and Ctrl. Faults within the
two modules are inserted randomly. A total of 22 failing
cases are created for diagnosis. Results are shown in Table
IX. For 9 cases, diagnosis results indicate that Gen PC and
Ctrl as the root cause of the failure. The conclusions are
correct and consistent with the actual failing cases. For 11
cases, diagnosis results are partially correct, including either
Gen PC or Ctrl. For 2 cases, IF is misdiagnosed as being the
root cause.

TABLE VIII
COMPARISON OF DIAGNOSIS RESULTS USING ERROR-FLOW DICTIONARY

AND BAYESIAN INFERENCE.

Root Error-flow Bayesian
cause dictionary inference

results results

Gen PC Gen PC Gen PC
IF IF IF, O MUX, ALU

Ctrl Ctrl Gen PC
O MUX O MUX Gen PC, O MUX

ALU ALU, O MUX Ctrl, ALU, IF
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TABLE IX
MULTIPLE FAULTS DIAGNOSIS RESULTS.

Root cause Diagnosis Results No. of cases

Gen PC & Ctrl

Gen PC & Ctrl 9
Gen PC 5

Ctrl 4
Gen PC & Ctrl & IF 1

Gen PC & ALU 1
IF 2

TABLE X
ERROR FLOW OBSERVED IN THREE DIFFERENT TESTS.

Faulty Unit Test Error Flow

ALU
Cbasic 1 → 3 → 7 → 2 → 6 → 5 → 12
Dhry 1 → 3 → 7 → 2 → 5
Basic 1 → 2 → 7 → 12 → 6

IF
Cbasic 2 → 3 → 6 → 7 → 1
Dhry 2 → 3 → 6 → 7
Basic 2 → 3 → 6

3) Error flow under different functional tests
Three functional tests, namely Basic, Dhry, Cbasic, are

used in the next set of experiments. These three tests are ap-
plied separately in the presence of the same faulty functional
unit. Faults are inserted at the same port of a functional unit
for the three test sequences. From the simulation results, we
find that errors caused by the same faulty unit in different
functional tests propagate along a similar path. Error flows
observed in three different tests are shown in Table X. This
observation confirms that the error flow reflects intrinsic
characteristics of a circuit. Test sequences appear to have
less effect on the error flow.

4) Diagnosis results using an incomplete error flow
It is sometimes necessary to extract only an incomplete

error flow from the actual failing circuit due to limited mem-
ory. Diagnosis results for a failing case using incomplete error
flows are shown in Table XI. The root cause of the failing
case is Gen PC. Diagnosis results based on the complete
error flow are first listed and the root cause is accurately
located, and then the diagnosis results using three incomplete
error flows are listed. When we compare an incomplete error
flow to the error flows in the dictionary, if there is no error
flow in a dictionary that has the same first observation point
with the given error flow, we calculate the LCS of each error
flow in the dictionary. The most similar error flow is the one
with the longest length of LCS and the earliest start position.
From the results, we can see that fault-localization accuracy is
lowered using incomplete error flows. In order to improve the
fault-localization accuracy, more snapshots of the observation
points need be taken to obtain an accurate error flow.

B. Results for the communication controller

In the results for OR1200, we described the construction
of the error-flow dictionary and generation of artificial failing
cases for diagnosis. Diagnosis results for the cases with single
fault, multiple faults, and incomplete error flows were re-
ported in details. Diagnosis results using Bayesian inference
were also presented for comparison. In this subsection, we
take a communication controller as an example for locating
faults within an ASIC, and then extend the error flow concept
to the board level. The communication controller used in

TABLE XI
DIAGNOSIS RESULTS USING INCOMPLETE ERROR FLOW.

Error flow caused by faulty Gen PC Diagnosis results
Complete 8 → 9 → 10 → 16 → 2 → 6

Gen PCError flow → 7 → 3 → 17 → 1 → 11 → 14
→ 12 → 13 → 5 → 4

Incomplete 8 → 9 → 10 → 16 → 2 → 6
Gen PC, CtrlError flow 1 → 7 → 3 → 17 → 1 → 12 → 13

→ 5 → 4
Incomplete 9 → 10 → 16 → 2 → 7 → 3 Gen PC, CtrlError flow 2 → 17 → 1 → 12 → 13 → 5 → 4
Incomplete 8 → 16 → 7 → 3 → 17 → 1 Gen PCError flow 3 → 12 → 13 → 5 → 4

Fig. 6. Block diagram of a port ASIC and data flows.

this experiment is an industrial port ASIC. It performs
traffic forwarding, quality of service, route processing, etc.
on an ethernet switch. The block diagram of the ASIC is
shown in Fig. 6. The communication core mainly consists of
transceiver data path, receiver data path, network interface,
stack interface, and forwarding controller. The peripherals
consist of high speed I/O controller, clock generator, design
for test (DFT) features and content-addressable memory
(CAM). Data flows (egress flow and ingress flow) are shown
in different colors in Fig. 6.

Traffic test is run on this ASIC. For example, a packet
is sent from network interface to the stack interface and
expects to receive it within a certain time period. If the
packet does not reach the interface within the expected
time period, or the received packet is corrupted, an error
is registered. A total of 11 observation points are selected
to monitor the traffic, including control and status registers
and data buses (RPF DATA, RPF STATUS DATA, NIRxPF,
etc.). A segment of the log file that records the values of
these observation points is shown in Fig. 7. Error flows are
derived by comparing the log file of a faulty circuit to that
of a fault-free circuit as mentioned before. Five modules
are taken as fault candidates. They are RxBuffer, TxBuffer,
StackIF, NetworkIF, and ForwardingCtrl. Likewise, faults are
inserted at the outputs of modules, and one fault is inserted
in one simulation run. Ten simulation runs are performed for
each faulty module. A total of 50 error flows are recorded
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Fig. 7. A segment of the log file that tracks the observation points.

in the dictionary. In order to create artificial failing cases
for diagnosis, faults are randomly inserted to the internal
nets/registers of the five modules. The number of cases under
diagnosis is 34.

Diagnosis results for all the failing cases are shown in
Table XII. In Table XII, the diagnosis results are described
in the same manner as the OR1200 design. Four failing cases
with faulty RxBuffer out of five are correctly diagnosed.
All failing cases with faulty TxBuffer and faulty NetworkIF
are correctly diagnosed. A total of 28 cases are correctly
diagnosed out of the 34 cases. The overall correct diagnosis
rate is 82.4%. For most of the correctly diagnosed cases,
the root cause can be exclusively and accurately located.
The average size of ambiguity group is 1.25. In contrast,
using Bayesian inference-based method, the overall correct
diagnosis rate for the 34 cases is 70.3%. A total of 24 cases
are correctly diagnosed. The average size of an ambiguity
group is 2.8.

TABLE XII
DIAGNOSIS RESULTS FOR THE COMMUNICATION CONTROLLER.

Faulty No. of No. of Correct Avg. size of
Unit cases under correct rate ambiguity

diagnosis diagnosis group
RxBuffer 5 4 80% 1.25
TxBuffer 6 6 100% 1
StackIF 8 6 75% 1.33

NetworkIF 5 5 100% 1.2
FwdCtrl 10 7 70% 1.43

In order to compare the diagnosis results of error-flow
dictionary and Bayesian inference, five cases are randomly
selected from the 34 cases, whose error flows are shown in
Table XIII. The comparison results are listed in Table XIV.
For this communication ASIC, the advantage of error-flow
dictionary-based diagnosis method over Bayesian inference
method is more obvious. From the error flows in Table XIII,
we can that almost all the observation points appear in an
error flow, which is true for the remainder 29 failing cases
as well. Therefore, if we use a traditionary fault dictionary,
the fault syndromes for different faulty modules are nearly
identical. This can lead to a large ambiguity group and low
localization accuracy. This conclusion is supported by the di-
agnosis results shown in Table XIV. For four cases (RxBuffer,
StackIF, NetworkIF, ForwardingCtrl), the Bayesian inference
method indicates that three modules are equally likely to
be the root cause. Since there are only five fault candidates

TABLE XIII
ERROR FLOW OF ACTUAL FAILING CIRCUIT.

Faulty Unit Error Flow

RxBuffer 10 → 8 → 5 → 1 → 2 → 3 → 7 → 11
→ 9 → 6

TxBuffer 5 → 3 → 7 → 2 → 1 → 10 → 8

StackIF 10 → 8 → 11 → 9 → 3 → 7 → 5 → 1
→ 2 → 6

NetworkIF 6 → 2 → 3 → 7 → 1 → 10 → 8 → 5
→ 11 → 9

ForwardingCtrl 2 → 1 → 11 → 9 → 3 → 7 → 5 → 6
→ 10 → 8

TABLE XIV
COMPARISON OF DIAGNOSIS RESULTS USING ERROR-FLOW DICTIONARY

AND BAYESIAN INFERENCE.

Root Error-flow Bayesian inference
cause dictionary results results

RxBuffer RxBuffer NetworkIF, StackIF, TxBuffer
TxBuffer TxBuffer TxBuffer
StackIF StackIF, RxBuffer NetworkIF, StackIF, TxBuffer

NetworkIF NetworkIF NetworkIF, StackIF, TxBuffer
FwdCtrl FwdCtrl, TxBuffer NetworkIF, StackIF, TxBuffer

under diagnosis, the fault localization accuracy is very low. In
contrast, the root causes of three cases (RxBuffer, TxBuffer,
NetworkIF) are correctly and exclusively located using the
proposed error-flow dictionary based method. For the other
two cases, two suspect modules are in the final diagnosis
results.

Considering the application of error flow based diagnosis
on a printed circuit board, let us take a high-speed ethernet
switch as an example. Fig. 8 shows a block diagram of
an ethernet switch using two port ASICs [25]. On this
board, CPU controls the switch-to-switch communication and
synchronization, and updates the routing caches attached to
each port ASIC. Switch fabric provides inter-connect data
path and control path. It performs local switching within a
switch. Functions of the port ASIC include traffic forwarding,
route processing, etc. Using StachWisePlus technology, a
stacking architecture optimized for Gigabit ethernet, multiple
boards can be stacked to a unified system [25].

In Fig. 8, two data flows are illustrated. The left one is a
local data flow. The packet is forwarded from the source port
PHY to the port ASIC, the switch Fabric, the port ASIC, and
finally to the destination PHY. The right data flow shows the
propagation of a packet to a remote destination (e.g., a port

Fig. 8. Block diagram of an ethernet switch and the traffic on it.
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on another board). To locate the faulty components on this
kind of communication systems, error flow based diagnosis
provides an effective solution. The diagnosis results for the
port ASIC have been described above. At the board level,
traffic is often monitored by error/drop counters, interrupt
status registers, CRC registers, etc. These are viewed as
observation points on a board. Tracking the order of error
occurrence at these observation points significantly facilitates
the localization of the root cause on a malfunctioning board.
For example, if errors are observed at a port of Fabric and
error counters in the port ASIC, and the error flow is from
the port ASIC to Fabric, the port ASIC is more likely to
be defective. Furthermore, a local traffic test can be run on
the port ASIC to narrow down the faulty module inside.
Analysis of error flows on the switch-like systems is ongoing.
Improvements and issues will be described in the future.

VI. CONCLUSIONS

In this paper we have presented an error-flow dictionary-
based fault diagnosis method, which is an automated and
generic approach to diagnose functional failures at chip/board
level. Compared to traditional dictionary-based diagnosis
methods, our proposed method takes the order of error
occurrence into account for fault diagnosis. The error flow
here represents the data flow of a circuit, and it reflects the
intrinsic characteristics of the circuit in terms of functionality.
Therefore, it provides an effective solution to the diagnosis
of functional failures. Moveover, the root cause of a failure
can be narrowed down by hierarchically using the error-flow
based diagnosis method, which is a significant benefit for
board- or system-level diagnosis.

Another advantage of this approach is that the error flow
dictionary can be computed while the product is being
developed. This can potentially decrease the diagnosis time
when a failure occurs on a prototype or in the field. Moreover,
the root-cause diagnosis is based on the similarity of two
error flows, which is evaluated using the length of the longest
common subsequence. The computation of the longest com-
mon subsequence is much simpler than complex inference
algorithms such as Bayesian inference. Simulation results on
an open-source RISC SoC and an industrial communication
circuit demonstrate high fault localization accuracy and di-
agnostic correctness of the proposed method.

A potential limitation of our method is that the diagnostic
accuracy may be affected due to the incompleteness of the
error flow observed from the actual failing circuit. This
can be addressed by increasing the number of snapshots of
observation points on the failing circuit to obtain a relatively
complete error flow. By reflecting the functionality of the
circuit using error flow, this proposed method is expected
to address the challenges involved in the diagnosis of NTF
functional failures in complex chips/boards.
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