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Abstract: The self-assembly of nanoelectronic devices provide an opportunity to achieve unprecedented density
and manufacturing scale in the post-Moore’s Law era. Bottom-up DNA self-assembly has emerged as a promising
technique towards achieving this vision and it has been used to demonstrate precise patterning and
functionalisation at resolutions below 20 nm. However, a lack of understanding of fabrication defects and
their impact on circuit behaviour are major obstacles to the eventual application of these substrates to circuit
design. The authors present a classification of defects observed in our experimental work on self-assembled
nanostructures. Atomic force microscope (AFM) images are used to study these defects and determine their
relative frequencies. The authors connect these defects to fault models and predict their likely impact on the
behaviour of logic gates. Based on simulation program with integrated circuit emphasis simulation data for
proposed layouts, the authors conclude that there is a predictive connection between faulty logic behaviour
and physical defects for future DNA self-assembled nanoelectronics. This work will be useful in predicting the
potential success of defect-tolerance techniques for DNA self-assembled nanoelectronic substrates.
1 Introduction
DNA self-assembly has emerged as a promising technique
for fabricating nanoscale integrated circuits in the post-
complementary metal-oxide-semiconductor (CMOS) era
(this work is an expanded version of the ITC paper
‘Fabrication defects and fault models for DNA self-
assembled nanoelectronics’, by Mao et al., Paper 31.1,
2008). It has been used to demonstrate precise patterning
and functionalisation at resolutions below 20 nm [1].
However, bottom-up DNA self-assembly tends to suffer
from high defect rates [2]; therefore breakthroughs are
needed for defect modelling, defect diagnosis and yield
improvement at the nanoscale. Despite considerable research
on fabrication methods [3–5], computing architectures [6]
and error tolerance [7–9], little is known about the nature
and types of defects in DNA self-assembly and their relative
occurrences. Moreover, prior research on this topic has not
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addressed the impact of these defects on emerging nanoscale
devices, logic gates and circuit functionality. Therefore there
exists a significant disconnect between observed defects and
defect modelling on one hand, and error-tolerance methods
for DNA self-assembly on the other hand. The work on
error-tolerance mentioned earlier has been based on fairly
broad assumptions on the nature of the defects, or defect
data that have been used elsewhere; hence, these error
tolerances have not been validated or calibrated against
experimental data. This gap must be bridged in order to
ensure that logic circuits and computing systems based on
DNA self-assembly are commercially viable.

In this paper, we use experimental data from our ‘wet lab’
to develop a classification of defects observed in self-
assembled DNA nanostructures in an effort to begin
bridging the gap described above. Atomic force microscope
(AFM) images are used to study fabrication defects and
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determine their relative frequencies of occurrence. Two types
of defects are considered, namely those that we have observed
during the self-assembly, and those that are expected to
occur in future nanostructures. We relate these defects
to fault models and predict their likely impact on the
behaviour of logic gates. We then simulate these models
based on carbon nanotube field-effect transistor (CNFET)
technology using the simulation program with integrated
circuit emphasis (SPICE3F5) program [10]. We take the
existing models and do basic fault injection on both the
CMOS models based on a 65 nm process and the fault
models for CNT technology. In this work, we are simply
interested in comparing the waveforms of the outputs and
making observations of any significant deviations in the
results between the technologies. This preliminary work
can be used to predict how certain types of physical defects
can affect the logic behaviour of DNA self-assembled
nanoelectronics in similar fashion to previous work that
compares fault models to physical defects for CMOS
technology [11] (clarification R1, Q1). It will also facilitate
new and more effective error-tolerance methods for DNA
self-assembly in future work. To the best of our knowledge,
this is the first attempt to systematically study defects in
DNA self-assembly and develop fault models for testing
circuits fabricated using such nanostructures.

The rest of this paper is organised as follows. Section 2
presents a brief tutorial on DNA self-assembly and
associated terminology. Section 3 presents the categorisation
of physical defects on the DNA nanostructure. Section 4
presents an analysis of three AFM images using the defects
described in Section 3 and observed defects. Section 5
discusses fault models that can be derived from the physical
defects. Section 6 presents the SPICE simulations for the
fault models. Section 7 concludes the paper and presents
future work.

2 DNA self-assembly
The traditional top-down approach to designing and
fabricating circuits must specify the exact placement for
every component. This intuitive approach conforms to how
we expect to design systems. However, the semiconductor
industry has identified the difficulty of continuing to scale
transistor features. This impending roadblock has spurred
research in bottom-up self-assembly approaches [12].

With bottom-up self-assembly, the designer specifies the
components but cannot stipulate exactly where each one is
placed. Rather, the components must self-assemble to form
a system. The simplest form of self-assembly is random;
however, this approach is limited in what it can create.
Since no order is imposed on the fabrication, the designer
can introduce little complexity.

An alternative to random self-assembly is programmable
self-assembly in which the designer specifies how the
components attach to one another but not how any
4
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particular component will be placed. With programmable
self-assembly, the designer has some control over the
fabricated system and can thus create more sophisticated
structures.

The predominant approach to nanoscale programmable
self-assembly exploits DNA’s ability to form a double helix
[5, 13, 14]. The precise binding rules of DNA create
nanostructures with minimum pitch on the order of a few
nanometers. Further, these nanostructures can place and
interconnect nanoscale components (e.g. crossed CNFETs,
ring-gated FETs, nanowires etc.) [15, 16].

The challenge in creating DNA nanostructures is to specify
the appropriate DNA sequences such that the desired
structure (geometry) forms and is thermodynamically stable.
We have demonstrated a number of systems that meet this
challenge and have created the opportunity to continue
exploring the applications of this technology to complex
circuit fabrication [12, 17].

We adopt the common tile-based framework for DNA self-
assembly and describe our nanostructures as a collection of
tiles. The grid structures are formed by the complementarity
between tiles defined to create a single location for each tile.
Fig. 1a illustrates a single tile composed of nine distinct
DNA strands and the corresponding dimensions. Fig. 1b is
an AFM image of a 4 � 4 DNA grid from our lab.

An AFM generates images by scanning a sharp tip across a
surface similar to a profilometer. Surface-bound nanostructures
create a height difference and are capable of 2 nm lateral
resolution and 0.1 nm height resolution. However, an AFM
cannot resolve weakly bound structures.

The CNFETs used in this work are based on the
technology that has been researched as a potential transistor
element by Dwyer et al. [18, 19] because of exceptional
switching properties. The concept is based on laying a
semiconducting carbon nanotube (the channel) on the

Figure 1 DNA grid is planar and 2 nm thick

a Dimensions of a DNA tile motif
b An AFM image of a 4 � 4 DNA grid
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bottom and a metal carbon nanotube on top (the gate) in the
shape of a cross. Each transistor element can fit in the cavity
formed by the DNA nanostructure, roughly 256 nm2 in area.
Only three points of contact are required for correct operation
of the cross CNT element. We assume complete control over
the fabrication process of the CNT elements makes this
possible. Fig. 2 presents an illustration of the connection of
CNFETs between DNA self-assembled scaffolding.

We utilise the design tools described in [18] to layout an
inverter, a NAND and a NOR circuit as a first approach
for fault injection and linking these faults to physical
defects as described in Section 6. Although these gate
designs are very trivial, the purpose of this work is only to
test whether we can predict physical defects using the
observed logic behaviour of these circuits in the simulations
presented in the following section.

3 Physical defect categorisation
Defects in DNA self-assembly can be classified into two
main categories: (i) known structural defects, that is,
physical defects that can be readily identified by observation
of current DNA nanostructures and (ii) anticipated
structural defects, that is, defects that are likely to occur
during fabrication of gates, transistors, and interconnect on
future DNA self-assembled nanodevices. Fig. 3 illustrates
the various types of defects for both categories.

Defects are classified in Fig. 3 on the basis of experimental
data, known synthesis procedures, commonly known DNA
properties and defects that are likely in future fabrication
processes. Preliminary procedures for self-assembled

Figure 2 Cross-section for connection of the CNT to the
DNA scaffold [18]

Figure 3 Categorisation of physical defects
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interconnects [16, 20, 21], gates [15] and circuit elements
have already been (correction from R2, Q2) developed and
will be the basis for our fault models derived from observed
defects. Next, we present our framework for understanding
these defects and connect them to AFM-observable artefacts.

3.1 Known structural defects

The physical defects present in current DNA lattice
nanostructures can be classified in four levels of increasing
complexity: (i) strand-level defects, (ii) tile-level defects,
(iii) grid-level defects and (iv) functionalisation-site defects.

3.1.1 Strand-level defects: Strand-level defects can
occur during the synthesis of the oligonucleotides used in
the nanostructure. Defects at this level can propagate to
higher levels of complexity but they can be eliminated by
biochemical purification [22]. There are two categories of
defects at this level: (i) primary-structure defects, which
affect the oligonucleotide sequence, and (ii) secondary-
structure defects, which cause the strand to form more
complex structures due to interactions in solution.
Sequence design is critical for the thermodynamic stability
of the nanostructure and to avoid unintentional secondary
structures [23]. Defects such as deletion of a base, insertion
of an extra base or a defective base fall under the primary-
structure defect class. The formation of hairpin loops by
partial self-complementarity or complementarity among
multiple strands fall under the secondary-structure defect
class. These defects cannot be easily observed in a
nanostructure but they will propagate to higher levels.
Fig. 4 shows a classification of various strand-level defects.

3.1.2 Tile-level defects: Tile-level defects occur because
of propagation of defects from the strand level. The tile is
composed of nine DNA oligonucleotide sequences that are
classified into three different types based on their role in
the tile: the core, the shell and the arm, as described in
[23]. Defects in the intra-tile category include partial
formation of the tile because of missing DNA strands and
partial complementarity of foreign strands. Inter-tile defects
describe defects that involve aggregation or distortion at the

Figure 4 Strand-level defects and their categorisation

X is a random base (A, T, G or C) inserted in the sequence. X� is a
deteriorated version of the intended base in the sequence
555
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tile level. The classification for defect categories at this level
and corresponding illustration are presented in Fig. 5.

In the intra-tile defect category, two types of defects can occur.
Missing strands on the tile because of random interactions
depend on the relative concentration of the appropriate
strands. These defects cause the partial or complete
destabilisation of a tile. The extent of the destabilisation
depends on whether the missing strand is a core, a shell or an
arm, and defects in this class cannot be observed. Base-pair
mismatches between a core and shell, or a shell and an arm,
can result in a tile defect. Foreign strands are free strands that
can bind to the tile structures at their sticky ends and prevent
tiles from interacting correctly. Defects in this class are not
easily detected but their propagation to the grid level is readily
observable. For example, foreign/mismatched defects appear
in an AFM image as a gap in the nanostructure from either
folded or broken arms. In most cases, it is difficult to
distinguish among foreign, mismatched or aggregated tiles.

The inter-tile defect category describes possible defects that
can cause tiles to interact with each other before the grid-level
synthesis takes place. This defect can be attributed to strand-
level defects that propagate to the tile level. Hairpin loops and
partial complementarity from the strand level can further
interact with partially formed tile structures, creating large
aggregates. The structure of the tile can be distorted because
of missing strands or strained deposition on the imaging
surface. These defects lead to a reduced number of correct
tiles available for grid-level synthesis.

3.1.3 Grid-level defects: Periodicity defects refer to
defects that disrupt the regularity of the grid structure.
Missing tiles result in the partial formation of grid structures
and broken tiles refer to tiles that do not completely bind to
adjacent tiles. The surface defect class refers to interactions
between grids due either to defects that propagate from the
tile- or strand-level interactions with the imaging substrate.
Structural distortion of the grid can be caused by missing
strands or tiles and can cause the grid to fold or twist. Grid
aggregation can occur between different sections of the grid
but can most easily occur between edges because of base
stacking between free sticky ends. Fig. 6 illustrates the
classification of grid-level defects.

Figure 5 Classification of tile-level defects
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3.1.4 Functionalisation-site defects: Functionalisation-
site defects refer to defects during the preparation of the
nanostructure for functionalisation with a component.
A proof-of-concept demonstration is presented in [1]
using biotin–streptavidin conjugates functionalised to core
strands in the tile. These conjugates can be laid out in
predetermined configurations as templates for active
components as demonstrated by prior work [24, 25]. Fig. 7
presents the proposed categories for classifying these defects.

Defects at this level originate from chemical modification
and environmental factors required for preparing the DNA
nanostructure for functionalisation. Missing functionalisation
sites are defects in which the streptavidin does not attach to
the intended site. Non-specific functionalisation defects occur
when particles attach to incorrect sites.

The defects that have been described above can be most
easily observed at the grid level. A compilation of observed
defects will be presented in Section 4. Future work on the
functionalisation process and the attachment of future
components can introduce additional defects, which are
discussed in the following subsection on anticipated defects.

3.2 Anticipated structural defects

This class of defects offers the most in terms of discussion for
defect identification and fault modelling because defects

Figure 6 Categorisation of grid-level defects

Figure 7 Functionalisation-site defects in biotinylated grids

The fault free structure is a wire-like configuration with four
streptavidin proteins attached across the second row of the array
IET Comput. Digit. Tech., 2009, Vol. 3, Iss. 6, pp. 553–569
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begin to manifest themselves as errors at the circuit level.
However, as DNA nanotechnology matures, we can only
speculate as to how these defects might map to faults. At
this level of complexity, DNA-based nanodevices have the
most in common with current CMOS technology in terms
of defects. The two types of defects in this category are
environment related and functionalisation related.
Environment-related defects at this level arise from
chemical manipulation or random interactions. Defects that
occur in components can be classified as functionalisation
defects in interconnect, within gate components, or simply
as operational defects. We next give a brief description of
each type of defect that can occur during fabrication.

3.2.1 Environment-related defects: Chemical
manipulation of otherwise defect-free tiles can cause the
tiles to become inactive at the device level. During
the functionalisation process, defects can be introduced to
the grid structure because of imbalanced pH (highly acidic
or basic environments), high levels of ultraviolet (UV)
irradiation (200–300 nm), or exposure to organic solvents
(e.g. ethanol, methanol), which all degrade DNA.
Although these effects have not been specifically studied for
the DNA nanostructures in this study, there is a large body
of work that studies the effects of these environment-
related defects for double-stranded DNA structures.

A difference in pH can make it very difficult for a grid
structure to form because of structural distortion or
aggregation. Irradiation by UV light can cause dimerisation
that destabilises the grid structure and potentially disrupt
the functionalisation process. Organic solvents can cause
the aggregation of grids or the dissociation of tile structures.

If a functional element is loosely attached to a grid, it may
dissociate during chemical manipulation. Also, non-specific
functionalisation can result in overcrowding of unnecessary
circuit elements or distortion of the grid structure,
introducing strain on the grid. The occurrence of both
defects depends on the length of chemical exposure and/or
the pH of the environment.

3.2.2 Functionalisation defects: This category refers
to defects in attachment of active components such as
metal nanowires, carbon nanotubes or other nanoparticles.
Fig. 8 illustrates this category.

The defects in this category are more complex than
previous categories because they potentially depend on
multiple synthesis procedures. The DNA nanostructure
acts as a support scaffold for the device. Defects in the
nanostructure that occurs at this stage can subsequently
cause device defects because of missing functionalisation
sites on the DNA nanostructure. For example, missing
functionalisation sites result in missing functional elements
that are required for proper operation of the circuit. Non-
specific functionalisation of a component can cause
unexpected shorts. Intermittent attachments of
T Comput. Digit. Tech., 2009, Vol. 3, Iss. 6, pp. 553–569
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components, such as metal nanowires, cause inconsistent
contacts between conducting elements (clarification to
R2, Q1).

4 Analysis of defects by AFM
In our experiments, 4-mm2 AFM images of 2 � 4 and 4 � 4
unfunctionalised nanostructures, and 4 � 4 functionalised
nanostructures, were used to identify the possible defects as
well as their frequency of occurrence over the complete set
of nanostructures observed. All samples were prepared in 1x
TAE Mg2þ buffer at a deposition concentration ranging
from 4 to 10 nM. Data were collected with a PicoSPM LE
(Agilent Technologies) AFM from our lab and is shown in
Figs. 9 and 10.

We compile a table (Table 1) of all observable defects in
each image and present the probability of these defects in
each grid. Each nanostructure was studied and the potential
defects were identified as a tile, grid or functionalisation
defect.

Strand-level defects cannot be observed because of
limitations in AFM resolution. However, tile-level defects
can be observed when part of a grid structure is intact.
Otherwise, it is difficult to discern whether the image is
debris or a single tile. The following sections describe the
process of defect identification.

4.1 Defect identification

Images were scaled by a factor of 5 and decimated for closer
inspection. Both tile- and grid-level defects were identified
as being either an intra-tile defect or periodicity defect
(missing or mismatched material in the complete structure)
or an intra-tile or surface defect (aggregation or overlap).
Fig. 9 presents example images of the defects described in
Section 3.

Tile-level defects were identified and classified within grid
nanostructures, as shown in Figs. 9a–d. Mismatched, foreign
and aggregated strands could not be distinguished because of
imaging limitations. These defects were identified as parts of

Figure 8 Functionalisation defects as examples of
anticipated structural defects
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Figure 9 Example images of AFM-observable defects at the tile and grid levels

a A mismatched or foreign tile defect
b Tile distortion defect
c A missing tile defect
d A broken arm tile defect
e A grid distortion defect
f A grid aggregation defect
g A missing functionalisation site defect
h A defect caused by aggregation
a grid where tiles were present but were overlapping the grid
structure; see Fig. 9a. Tile distortion defects were identified
when a grid contained a shape that was inconsistent with
the regularity of the structure, as shown in Fig. 9b.

When counting grid-level defects, missing tiles from a grid
structure were located by identifying partially formed DNA
nanostructures depending on the sample, see Fig. 9c. For
example, when inspecting the 4 � 4 lattice sample image, a
partially formed 2 � 4 lattice structure would have eight
missing tiles because only half of the structure was present.
Folded, partially formed or broken arms in a tile, as in
Fig. 9d, were identified if it was clear that the tile was
present but did not form a complete connection to its
neighbours. Grid distortion was easily identified in the grid
structure if large portions of their overall shape were warped

Figure 10 AFM apparatus for imaging DNA nanostructures
8
The Institution of Engineering and Technology 2009

Authorized licensed use limited to: DUKE UNIVERSITY. Downloaded on January 17, 
or shifted in a different direction; see Fig. 9e. Grid-level
aggregation defects were identified when whole sections of
multiple grids overlapped and clearly were not fragments of
one grid, as in Fig. 9f.

The expected configuration in Fig. 9g was a row of streptavidin
molecules bound to the grid. Missing functionalisation site
defects were easily identified when the expected pattern was
not observed. Non-specific functionalisation was identified
when a streptavidin molecule was present but not in the
expected location of a grid structure, as shown in Fig. 9h.

After a thorough examination of these images, the defect
types were compiled and mapped to the circuit models
presented in Section 5. Apparent defects because of AFM
imaging artefacts are not considered. For example, if a grid
structure displayed a defect that was clearly caused by the
tip, such as tearing or truncation, it was ignored. Table 1
presents the summary of defects that were identified from
over the 197 observed grids, as well as the ratios for the
number of tile-level defects per grid and grid-level defects
per grid for each sample. A breakdown of this classification
is presented in Fig. 11.

Analysis of each type of DNA nanostructure reveals
important information that can be used to improve process
yield. For example, we observe that the percentages for the
different defect types are similar for both the
unfunctionalised 16-tile and 8-tile samples. However,
the missing-tile defect class is the dominant defect in the
unfunctionalised 8-tile and functionalised 16-tile samples.
IET Comput. Digit. Tech., 2009, Vol. 3, Iss. 6, pp. 553–569
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Table 1 A compilation of all defects observed at tile level, grid level and functionalisation-site level with a breakdown of the
percentage of tile (T), grid (G) and functionalisation (F) defects with the average defects per grid present

Sample type Tile
defects

Grid
defects

Functionalisation
defects

Number of
grids

Total
defects

16-tile normal grid 351 356 NA 55 707

8-tile normal 114 150 NA 67 264

16-tile functionalised
grid

67 486 22 75 575

16-tile unfunctionalised

Defect type Tile level Grid level
(%)

Total % defects Tile level/grid Grid level/
grid

missing (G) NA 34.37 34.37 NA 4.42

F/M/A (T)/broken (G) 33.52% 5.94 39.46 4.31 0.76

distortion 16.12% 4.24 20.37 2.07 0.55

aggregation (G) NA 5.80 5.80 NA 0.75

8-tile unfunctionalised

Defect type Tile level Grid level
(%)

Total % defects Tile level/grid Grid level/
grid

missing (G) NA 42.80 42.80 NA 1.69

F/M/A (T)/broken (G) 35.23% 5.30 40.53 1.39 0.21

distortion 11.74% 3.79 15.53 0.46 0.15

aggregation (G) NA 4.92 4.92 NA 0.19

16-tile functionalised

Defect type Tile level Grid level
(%)

FS level Total %
defects

TL/grid GL/
grid

FSL/
grid

Missing (G,F) NA 78.26 2.78% 81.04 NA 6.00 0.21

F/M/A (T,F)/broken
(G)

7.48% 3.13 1.04% 11.65 0.57 0.24 0.08

distortion 4.17% 1.39 NA 5.57 0.32 0.11 NA

aggregation (G) NA 1.74 NA 1.74 NA 0.13 NA

‘F/M/A’ stands for foreign, missing and aggregation defects. ‘TL’, ‘GL’ and ‘FL’ are tile level, grid level and functionalisation-site
level defects, respectively. ‘NA’ means the defect data are not available because of AFM resolution limits
The other defect classes depend on the presence of
nanostructures in the image and have a negative correlation
with the missing tile defect class. This defect class is also the
most common defect per grid for all three images. However,
we also see that this defect class occurs more often on a per-
grid case for the 16-tile functionalised sample than the other
two samples. It is also interesting to note that the missing-
tile defect class is the largest fraction of all defects for the
functionalised image (81%). This implies that we can expect
a higher number of missing-tile defects in functionalised
samples than in unfunctionalised samples. The complexity
of the nanostructure has a positive correlation with the
number as well as the class of defects that can occur. We can
T Comput. Digit. Tech., 2009, Vol. 3, Iss. 6, pp. 553–569
i: 10.1049/iet-cdt.2008.0136

Authorized licensed use limited to: DUKE UNIVERSITY. Downloaded on January 17, 
now connect this to the type of faults that we expect to see
at the circuit level, as described next in Section 5.

5 Mapping of defects to circuit-
level fault models
Physical defects from the previous section can be mapped to
fault models that best characterise the resulting circuit
behaviour. An example of a gate layout using CNFETs,
CNT interconnect and metal nanoparticles is presented in
Fig. 12. We assume that the CNFET transistor can be
doped either as an NFET or a PFET [26].
559
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Figure 11 Breakdown of defects for

a Tile-level defects
b Functionalisation-site defects
c Grid-level defects
This functionalised DNA nanostructure was presented in
[2] for a proposed DNA-based nanoarchitecture. The
DNA nanostructures consist of carbon nanotube-based
transistors with metal nanoparticles to serve as the contact
points for two layers of interconnects. Two layers of
insulating material (correction from R2, Q3) separate the
grid from possible conductive metallic planes, which allow
for selective contact of Vdd and ground connections.

Carbon nanotubes attached (by functionalisation) to
different parts of the DNA scaffold serve as interconnect
between gates. A nanodevice of this size and complexity can
have the physical defects presented in Section 3. Fault models
corresponding to these defects can be derived for wires,
resistors, capacitors and logic gate elements. Some of these
possible fault models for basic circuit elements, mapped from
physical defects, are illustrated in Fig. 13. Some possible gate-
level fault models for a NOR gate are illustrated in Fig. 14.

Fig. 13a illustrates a defect-free interconnect made of
carbon nanotubes and metal nanoparticle contacts. Fig. 13b
presents a resistive fault caused by partial contact because of
non-specific functionalisation of the carbon nanotube. A
missing contact causes a stuck-open fault, as presented in
Fig. 13c. Aggregation or close proximity between different
grid structures causes capacitive coupling between different
0
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interconnects, as in Fig. 13d. Distortion of the DNA
scaffold prior to functionalisation causes a stuck-open fault
at the carbon nanotube interconnect, as shown in Fig. 13e.
In Fig. 13f, intermittent contact between the metal

Figure 12 An example functionalised DNA self-assembled
nanodevice

The cross section of the grid illustrates the proposed method for
supplying power [6].
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Figure 13 Physical defects mapped to possible fault models for a basic interconnect element

a Fault-free case
b A resistive fault
c, e Stuck-open faults
d A capacitive coupling fault
f An intermittent fault
nanoparticle and interconnects could occur because of
incomplete functionalisation of the metal nanoparticle.

Defects in logic gates, such as the NOR gate layout
presented in Fig. 14a, can give rise to other types of
faults. Missing metal contacts cause stuck-open faults, for
example, on the primary output in Fig. 14b. Missing
functionalisation elements, such as the missing P2
transistor in Fig. 14c, can cause an output stuck-at-0 fault
since the output cannot be pulled up to Vdd because of the
defect. This is an example of a defect that is rare in
CMOS technology. A missing tile on the DNA scaffold
results in an unavailable functionalisation site for active
circuit components, presented in Fig. 14d. The resulting
fault is an inactive P2 transistor for this case. The non-
specific functionalisation of a carbon nanotube
interconnect causes an elevated source voltage for N1.
This yields a reduced gate voltage swing that can lead to
deterioration in on-state drive current. Depending on the
T Comput. Digit. Tech., 2009, Vol. 3, Iss. 6, pp. 553–569
oi: 10.1049/iet-cdt.2008.0136

Authorized licensed use limited to: DUKE UNIVERSITY. Downloaded on January 17, 
location of the defect, a delay fault can result; see
Fig. 14e. As a result, N1 takes longer to switch on,
adversely affecting circuit speed.

5.1 Interconnect-level defects

If a grid acts as a scaffold upon which conducting
interconnect elements will be functionalised, the method
by which these elements are fabricated or attached will
determine the types of defects that can appear. If the
element is composed of a series of nanoparticles, a
missing tile can result in an open or degraded signal. If
the element to form a wire requires a metallisation
growth process directly on the scaffold, it is likely that
the defect will not appear since the gap can be closed by
the growing metal contact. However, if the gap is large, a
partial interconnect may form which yields a large
resistance.
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Figure 14 Physical defects mapped to possible fault models for a NOR gate

a Fault-free case
b Stuck-open output
c Inactive transistor fault
d Stuck-open input
e A resistive fault
5.2 Gate-level defects

Shorts and opens can be caused by improper connections.
Capacitive coupling can be caused by interference of
interconnect or other circuit elements between different
nanostructures because of close proximity. Inorganic
functionalised materials can be improperly bound to the
scaffold causing stuck-at-faults or bridging faults. The extent
2
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of the incorrect binding determines whether the defect is
permanent or intermittent.

An intermittent defect implies that a wire element may
make contact properly at certain periods but that it is likely
to lose its connection later because of an external
disturbance or change in the environment.
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For transistor-like elements functionalised on the DNA
scaffold, such as a CNFET, the proper connection to the
scaffold can determine the transistor’s lifetime as well as its
operational efficiency. Gaps created by broken sections of
the grid can cause entire elements to be inactive because of
lack of power (Vdd) or a floating ground connection. The
percentage of each type of defect is listed in Table 2.

We can map the faults that arise from these defects based
on the data. For example, missing defects occur in
approximately 36% of the 16 tile grids. This implies that
approximately 36% of the modelled faults that can occur in
such logic gates will be either stuck-opens or stuck-at-
faults. The problem of estimating the likelihood of circuit-
level modelled faults will be studied in more detail as part
of future work.

5.3 Operational defects

At the gate level, defects can occur over the lifetime of the
gate. Age, exposure to elements and general deterioration
of the components that make up the gates are the causes of
defects at this level. Hydrolysis of the DNA scaffold is one
example of an age-related operational defect that can
profoundly affect the circuit.

6 SPICE simulations
Investigation of AFM images in Section 4 indicates that
approximately 65% of the physical defects are missing
functionalisation sites or missing tiles. The percentage is
determined by taking the ratio of the sum of the grid
defects and functionalisation defects for all samples to the
total number of defects for all samples studied in Table 1.
The anticipated impact of these observed defects on logic
circuits was described in Section 3. We compare simulation
outputs of CMOS logic gates against CNFET-based logic
gates as a proof-of-concept demonstration upon which to
build future work. Each of the following figures presents
the layouts used to develop the fault models as well as the
resulting SPICE simulations for each injected fault.
All CMOS circuits were modelled with the 65 nm
predictive technology model from Arizona State University

Table 2 Percentage of defects occurring in each category
over each type of nanostructure

Defect type 16-tile
(%)

8-tile
(%)

16-tile
functionalised

(%)

missing (G.F) 35.50 63.64 81.22

foreign/
mismatched (T,F)/
broken (G)

23.90 11.36 10.43

distortion 20.37 15.53 5.57

aggregation (G) 20.23 9.47 2.78
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(http://www.eas.asu.edu/~ptm/). Table 3 specifies the
parameters used for those circuits. The CNFET-based gate
layouts use a model containing CNFET I-V data from
Rosenblatt et al. [27] and can be found at http://www.ece.
duke.edu/~dwyer/tools. Figs. 15–17 present results for the
inverter, NOR and NAND gates, respectively.

It is clear that there are some differences in the waveforms
that occur for each gate when CMOS and CNFET layouts
are compared. The following subsections discuss these
results and their implications in connecting the fault logic
behaviour with possible physical defect identification.
However, we first make a few assumptions concerning our
analysis.

CNFET switching speed is higher than CMOS because of
the high transconductance described in detail by Rosenblatt
et al. [27]; within a factor of 5–10 of the ballistic limit
length for the nanotube transistor that occurs for channel
lengths on the order of �200 nm. Given that the width of
the standard DNA grid cavity is �16 nm, the ballistic limit
length is approximately ten times the length of the
CNFETs in this study. In the CNFET model, the
transconductance is an order of magnitude greater than that
for CMOS technology. From these observations in the
fault model simulation, we assume the low noise margin
(NML) and HIGH noise margin (NMH) to be 0.3VDD.
This implies that the input high voltage (VIH) is 0.7VDD

and the input low voltage (VIL) is 0.3VDD. The values of
VDD are 1.1 and 1 V for CMOS circuits and CNFET
circuits, respectively. The input signals for all gates are
square wave inputs with a 20 ns period. For the INV gate,
input A begins high for an input sequence of ‘1010’. For
the NOR and NAND gates, the input sequence for input
A is ‘1100’ and ‘0101’ for input B.

6.1 Inverter fault model simulation

For the fault-free inverter fault model in Fig. 15a, both the
CMOS and CNFET gates behave as expected. Generally,
the CNFET circuit has a faster switching operation than

Table 3 Parameters for 65 nm predictive technology model
simulations

CMOS parameters for SPICE3f5 simulation

PMOS length 65 nm

PMOS width 350 nm

NMOS length 65 nm

NMOS width 350 nm

source perimeter junction 390 nm

drain perimeter junction 390 nm

source diffusion area 1.69e-14 m2

drain diffusion area 1.69e-14 m2
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Figure 15 Physical defects mapped to INV gate layouts from the transistor layout with corresponding SPICE simulations for
both the CMOS 65 nm process and the CNFET layout

a Fault-free case
b P1 S-A-1 case
c Missing connection at the P1 gate
4 IET Comput. Digit. Tech., 2009, Vol. 3, Iss. 6, pp. 553–569
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Figure 16 Physical defects mapped to NOR gate layouts from the transistor layout with corresponding SPICE simulations for
both the CMOS 65 nm process and the CNFET layout
a Fault-free case
b P1 stuck-open case
c Delay fault case
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Figure 17 Physical defects mapped to NAND gate layouts from the transistor layout with corresponding SPICE simulations for
both the CMOS 65 nm process and the CNFET layout

a Fault-free case
b N2 stuck-open case
c Delay fault case
6 IET Comput. Digit. Tech., 2009, Vol. 3, Iss. 6, pp. 553–569
The Institution of Engineering and Technology 2009 doi: 10.1049/iet-cdt.2008.0136

Authorized licensed use limited to: DUKE UNIVERSITY. Downloaded on January 17, 2010 at 18:47 from IEEE Xplore.  Restrictions apply. 



IE
do

www.ietdl.org
the CMOS version as indicated by the steeper transition
slopes. Although there are physical differences between the
two layouts, they are not observable until fault injection in
the next two cases.

The case of injecting a stuck open at the P1 transistor is
shown in Fig. 15b. A P1 transistor short to VDD from its
gate translates into a stuck-at-1 fault at the input. The
source of the fault can originate from non-specific binding
of interconnect or a broken tile. For a LOW input, the
CMOS circuit response reaches a maximum of �50 mV.
This value is well within the NML value and will be still
considered as logic ‘0’. The CNFET circuit does not show
this minor rise in output for the same input indicating that
it is more sensitive to this defect, although the defect
affects the logic behaviour of both circuits.

In Fig. 15c, a fault model of a missing connection at the P1
transistor results from a missing metal nanoparticle contact.
The response of both the CMOS and the CNFET gate
layouts indicate that the defect affects the output of each
gate to different extents. The high input results in a
CMOS gate output of �50 mV and a CNFET output of
�0.32 V. For the low input, the output of the CMOS gate
reaches its maximum after a 9 ns delay. In addition, the
CMOS gate struggles to pull high because of the stuck
open at P1. The maximum value of the output is then
limited to � 0.98 V, rather than 1.1 V. The CMOS gate is
therefore more sensitive to this defect when the input is
low, whereas the CNFET gate is more sensitive when the
input is high.

6.2 NOR fault model simulation

The fault-free NOR gate output is shown in Fig. 16a. Again,
the CNFET circuit has a higher switching frequency. The
logical output behaviour is as expected for both cases.

Fig. 16b models a stuck open at the P1 transistor caused
because of non-specific binding of the interconnect. In a
CMOS circuit, this defect can occur because of a short
between the P1 transistor and VDD, implying the input to
the P1 transistor to be stuck-at-one. As expected, the output
stays LOW regardless of the inputs applied. However, in the
case of ‘11’ and ‘01’ input pairs for the CNFET gate, the
outputs are 0.1 and 0.19 V, respectively, rather than
the expected 0 V. These outputs are possibly because of the
charging of the inherent capacitance that might exist
between the ‘metal’ and the ‘semiconductor’ carbon
nanotubes in the CNFET [28, 29]. Further research is
required concerning the physical properties of CNFETs to
confirm this as they are still not well defined. The ‘00’ case
gives expected results for a NOR gate with a stuck-at-one
input for both layouts.

Non-specific functionalisations can result in partial contact
with other circuit components, resulting in a resistive element
as shown in Fig. 16c. We assigned a 10 MV resistance
T Comput. Digit. Tech., 2009, Vol. 3, Iss. 6, pp. 553–569
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between the drain of the N1 transistor and the ground for
this simulation. The output is pre-charged to ‘1’ before
giving the test input sequence. As the input ‘10’ implies N1
is ON and N2 is OFF, the output can only be pulled
LOW by N1. However, there is a resistor on the N1 path
to GND which causes a delay and a gradual drop in the
output voltage value. The input transitions to ‘11’ at the
10 ns mark so that both N1 and N2 are now ON. As a
result, even though there is delay on the N1 side, N2
almost instantaneously pulls down the output. The circuit
returns to normal operation for rest of the time test period.

On the other hand, the CNFET circuit demonstrates some
anomalies for the ‘11’ and ‘01’ inputs. The output voltages for
these combinations are 0.1 and 0.2 V, respectively. Again, this
might be due to the inherent capacitances as described earlier.
However, the logical value of the output is interpreted as ‘0’ for
both of these inputs.

6.3 NAND fault model simulation

Fig. 17a presents the expected logical outputs for the NAND
gate for both CMOS and CNFET simulations. Here again,
we note the switching frequency for the CNFET simulation
to be higher.

In Fig. 17b (fixed from comment from R1, other
comments/edits), an improper functionalisation of the
DNA lattice results in an N2 stuck-open transistor where
the N2 gate is shorted to ground. This defect translates to
an N2 transistor input stuck-at-zero at the circuit level.
Interestingly, both gates have very similar responses. The
output is stable and pulled HIGH for all of the input
combinations except ‘11’. For this case, the pull-down
network is unable to bring the voltage LOW because the
N2 transistor is stuck open. The decrease in the voltage for
both outputs is due to the discharging of the output
capacitance.

Fig. 17c is a similar fault model to the NOR gate in
Fig. 16c. However, the pMOS transistor has a resistive
path to VDD for this case. Once again, the CNFET circuit
is unaffected by the resistive path because of its high carrier
mobility that dominates over the short distance. However,
the CMOS circuit model is sensitive to this resistance as
shown in the output waveform as a delayed rise time for
the input transition of ‘11’ to ‘01’.

It is clear from the above simulations that the physical
behaviour at the nanoscale can play a much larger role
when non-CMOS circuit elements are used. Because of the
high transconductance of CNFETs at this scale, the
CNFET circuits are more sensitive to the anticipated
defects. However, the waveforms for these models were not
as affected as was expected for some cases. For such
simulations, it can be observed that while there are an
increased number of possible defects for these gates, the
defects might not affect the overall behaviour of the circuit
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as much as we anticipated. Further studies must be done with
real elements in future work.

7 Conclusion
We have presented a characterisation of structural defects that
occur during bottom-up DNA self-assembly. We have
developed a classification of these defects using
experimental data from AFM images of self-assembled
DNA nanostructures. These images have been used to
study defects in detail and to determine their relative
frequencies of occurrence. We have classified defects as
being either structural defects that can currently be
observed, or anticipated defects that are expected to occur
in future nanostructures. We have related these defects to
circuit-level fault models and predicted their likely impact
on the behaviour of logic gates. We then developed a set of
fault models for CMOS and CNT layouts of an inverter, a
NAND gate, and a NOR gate. These gates were simulated
using the SPICE3f5 software with several fault injections
to compare the outputs of the two technologies. Missing
functionalisation sites and tiles make up approximately 65%
of the known physical defects. These defects tend to result
in single-stuck line faults, assuming that this occurrence is
common for anticipated defects too. Non-specific
functionalisation defects result in potential delay faults.
However, these faults are not observable at the simulated
switching frequencies for the CNT models. Future work
will continue to explore the potential connections between
physical defects and fault models for more complex circuits
and complex faults such as bridging faults.
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